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NSA slides explain the PRISM data-collection
program

Published: June 6, 2013, Updated June 29, 2013

The top-secret PRISM program allows the U.S. intelligence community to gain access from nine Internet companies to a wide range of digital
information, including e-mails and stored data, on foreign targets operating outside the United States. The program is court-approved but does not
require individual warrants. Instead, it operates under a broader authorization from federal judges who oversee the use of the Foreign Intelligence
Surveillance Act (FISA). Some documents describing the program were first released by The Washington Post on June 6. The newly released
documents below give additional details about how the program operates, including the levels of review and supervisory control at the NSA and FBL.
The documents also show how the program interacts with the Internet companies. These slides, annotated by The Post, represent a selection from the
overall document, and certain portions are redacted. Read related article.

New slides published June 29

Acquiring data from a new target

This slide describes what happens when an NSA analyst "tasks" the PRISM system for information about a new surveillance target. The request to add
a new target is passed automatically to a supervisor who reviews the "selectors," or search terms. The supervisor must endorse the analyst's
"reasonable belief," defined as 51 percent confidence, that the specified target is a foreign national who is overseas at the time of collection.
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Each target is assigned a case notation

The PRISM case notation format reflects the availability, confirmed by The Post's reporting, of real-time surveillance as well as stored content.

Depending on the
provider, the NSA may
receive live notifications
when a target logs on or
sends an e-mail, or may
monitor a voice, text or
voice chat as it happens
(noted on the first slide
as "Surveillance").
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Searching the PRISM database

On April 5, according to this slide, there were 117,675 active surveillance targets in PRISM's counterterrorism database. The slide does not show how
many other Internet users, and among them how many Americans, have their communications collected "incidentally" during surveillance of those
targets.
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Original slides published June 6
Introducing the program

A slide briefing analysts at the National Security Agency about the program touts its effectiveness and features the logos of the companies involved.
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Monitoring a target's communication

This diagram shows how the bulk of the world’s electronic communications move through companies based in the United States.
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Providers and data
The PRISM program collects a wide range of data from the nine companies, although the details vary by provider.
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Participating providers

Page 4 of 6

This slide shows when each company joined the program, with Microsoft being the first, on Sept. 11, 2007, and Apple the most recent, in October 2012.
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The debate over the propriety of Bush's surveillance program
5amefa91 played out in strikingly similar ways to the debate currently
raging over the programs continued by the Obama
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Read these Top Secret/SI/ORCON/NOFORN NSA Briefing slides that the Washington Post put up:
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What is this system used for? Only to prevent terrorism? Something else? How many errors can government
surveillance of persons have? Can a person choose to be in surveillance? What risk does a person have if
he/she chooses to be in surveillance to prevent terrorism? US is the reference of free world. Americans and
the rest of the world's citizens need to find a solution to this problem. Let's work together to find it.
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Backtrack/Kali Linux, Metasploit, Wireshark, Nmap, et. al.....Anyone who thinks they enjoy electronic privacy
is a fool. What pisses me off is the incompetence of those in charge of our intelligence apparatus.
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| WONDER WHAT'S GOING TO HAPPEN NEXT, PLUS THE NSA IS GETTING WHAT IT DESERVE'S FOR
LETTING THIS HAPPEN IN THE FIRST PLACE, HIRING SOMEONE WITH A CONSCIENCE.
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lllegal and evil. | don't care how many police, attorneys and judges you pay to say otherwise.
"papers please"

Our country is starting to resemble East Germany. We can fix it you know.
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