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Preface

A global dependency on accurate and timely information is being demonstrated daily across
world markets. Data is an international commodity of tremendous value as well as a neces-
sity for organizations of all sizes, financial strength, and geographic footprint.

Threat actors, be they cyber criminals, terrorists, hacktivists, or disgruntled employees,
are employing sophisticated attack techniques and anti-forensic tools to mask their attacks.

As the influence of emerging and hybrid technologies continues to grow in daily business deci-
sions, the proactive use of cyber forensics to better assess the risks that the exploitation of these
technologies pose to enterprise-wide operations is rapidly becoming a strategic business necessity.

This book moves beyond the typical, technical approach to discussing cyber forensic pro-
cesses and procedures; instead, the authors examine how cyber forensics can be applied to
identifying, collecting, and examining evidential data from emerging and hybrid technolo-
gies. Each author examines the process of cyber forensic investigation on an emerging or
hybrid technology, while mindful of the influence, affect, and impact of the technology on
general business operations.

Beyond the cyber forensic practitioner, this book is an essential resource for both the tech-
nical and non-technical executive, manager, attorney, auditor, information security profes-
sional, and general interest reader who is seeking an authoritative source on how cyber
forensics may be applied to both evidential data collection and to proactively managing
today’s and tomorrow’s emerging and hybrid technologies.

The authors, who have contributed their expertise to the chapters embodied in this book,
have stepped beyond the typical, technical approach to discussing cyber forensic processes
and procedures, instead, explore how cyber forensic tools and techniques can be proactively
applied to examining and managing emerging and hybrid technologies.

Written by professionals responsible for routinely performing forensic investigations, pre-
senting legal arguments and evidence in court, along with information security, privacy, and
information technology (IT) audit professionals, this book examines the role which cyber
forensics plays in such critical business areas as the Internet of Things (IoT); cloud com-
puting; risk mitigation and management; fraud; operational technologies and Supervisory
Control and Data Acquisition (SCADA) systems; mobile technologies; and emerging fields,
such as unmanned aircraft systems and social network forensics.

The reader is presented with an enlightening discussion on cyber forensics applied to com-
pliance and auditing in Chapter 1, written by Douglas Menendez, CIA, CISA. Douglas also
examines the application of risk management to cyber forensics in Chapter 7 and provides
the reader with a survey and review of cyber forensic tools in Chapter 10.

In Chapter 2, The Internet of Things (IoT) and the interrelationship with cyber forensics is
expertly addressed by Detective Patrick Wilds, CISSP, CFCE, a 25-year police force veteran
and digital forensic examiner.



x Preface

Albert J. Marcella, wearing both the hats of editor and author, tackles the emerging field
of applying cyber forensics to examining unmanned aircraft systems (UASs) and unmanned
aerial vehicles (UAVs, aka drones) in Chapter 3 and explores the role of cyber forensics in
investigating breach and security activities involving operational technology and industrial
control systems in Chapter 6.

In Chapter 4, Ronald L. Krutz, Ph.D., P.E., CISSP, ISSEP, an accomplished author, security
expert, and founder of the Carnegie Mellon Research Institute Cybersecurity Center, analyzes
and provides a comprehensive examination of cloud forensics.

Dr. James Curtis, Ph.D., PMP, a 24-year career Air Force officer and former Presidential
Communications Officer for the President of the United States, discusses the structure of social
media, networks, and engineering and the unique threats and challenges these techniques pose
within the realm of cybersecurity forensic analysis, in Chapter 5 “Forensics of the Digital
Social Triangle with an Emphasis on DeepFakes”.

Detective Andy Hrenak, a 30-year police force veteran and digital forensic examiner,
shares his extensive knowledge and breadth of hands-on examination experience by provid-
ing the reader with an introduction to mobile device forensics in Chapter 8.

While identifying, collecting, and analyzing electronic data are essential steps in perform-
ing a cyber forensic investigation, doing so in a manner that, if required, the data can be
submitted as evidential matter in a court of law is paramount. Given the reality that cyber
forensics has become increasingly important to the field of forensic accounting, it is inevitable
that cyber forensic professionals will likely be called upon to assist the forensic accountant in
the performance of their investigatory responsibilities.

Chapter 9, Forensic Accounting and the Use of E-Discovery and Cyber Forensics, written by
Richard Dippel, JD, MBA, CPA, provides the reader with an examination of the interrelationship
that exists between the legal system, cyber forensic investigations, and the forensic accounting
profession.

The use of proven cyber forensic techniques, when applied to existing, emergent, and
hybrid technologies, is shown by the authors to foster a greater cybersecurity awareness and
posture for the organization, and a heightened, proactive response to threat actors who seek
to exploit these technologies.

The reader of this text will be pleased to learn that accompanying the extensive body of
material presented in this book, the Publisher has established an eResources companion site.
Appendix material, including recommended additional reading resources and publications
along with a complete and comprehensive glossary of terms used in this book, has been
provided as a downloadable eResource, available through the Publisher’s website at https://
routledge.com/9780367524180. Readers are encouraged to access and download these addi-
tional, value-added resources, as you look further into the role of cyber forensic examination of
emerging and hybrid technologies.

It has been both my honor and privilege to work with a world-class team of cyber foren-
sic researchers, investigators, authors, practitioners, law enforcement, and cybersecurity
professionals, each dedicated to sharing their knowledge, experience, and insights into the
application of cyber forensic methodologies and procedures to both emerging and hybrid
technologies.

Thank you, James Curtis, Richard Dippel, Andrew Hrenak, Ronald L. Krutz, Douglas
Menendez and Patrick Wilds.

Albert J. Marcella, Ph.D., CISA, CISM
Editor
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Chapter |

Cyber forensics

Compliance and auditing

Douglas Menendez
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INTRODUCTION

The constructs of compliance and auditing may vary depending upon industry and appli-
cation. To begin this chapter on common ground, we will first take a brief look at exactly
what compliance and auditing is, from a broad, more global perspective. In many instances
throughout this book, the reader will encounter terms such as examiner and investigator.
While auditing involves both the process of examination and investigation, there is both an
operational as well as functional difference between the two processes.

Let’s start with some definitions of compliance and auditing.

The definition of compliance is: ‘the action of complying with a command,” or “the state
of meeting rules or standards.’ In the corporate world, it’s defined as the process of mak-
ing sure your company and employees follow all laws, regulations, standards, and ethical
practices that apply to your organization and industry!

The definition of an audit is the process of evaluation or analysis of something to deter-
mine its accuracy. In the business world, auditing can be focused on financial, operational, or
information technology:

Financial Auditing:

The process of verifying a company’s financial information. An auditor examines a com-
pany’s accounting books and records in order to determine whether the company is follow-
ing appropriate accounting procedures. An auditor issues an opinion in a report that says
whether the financial statements “present fairly” the company’s financial position and its
operational results in accordance with Generally Accepted Accounting Principles (GAAP).2

Operational Auditing:

An independent review and examination of records and activities to assess the adequacy
of operational controls, to ensure compliance with established policies and operational
procedures, and to recommend necessary changes in controls, policies, or procedures.?

Information Technology Auditing:

An independent review and examination of system records and activities in order to test
the adequacy and effectiveness of data security and data integrity procedures, to ensure
compliance with established policy and operational procedures, and to recommend any
necessary changes.*
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There are also two main categories of auditing: internal and external.
Definition of Internal Auditing:

Internal auditing is an independent, objective assurance and consulting activity designed
to add value and improve an organization's operations. It helps an organization accom-
plish its objectives by bringing a systematic, disciplined approach to evaluate and improve
the effectiveness of risk management, control, and governance processes.’

Definition of External Auditing:

External auditing is an independent function outside of the organization that assesses
the financial and risk associated aspects in order to comply with statutory audit require-
ments. The main role of external audit is to provide an opinion whether the company
financial statements present a true and fair view of the company’s financial results. The
external audit function is managed by the external auditor, who in the United States is
typically a Certified Public Accountant.¢

The audit work performed by an auditor is different from the investigation work performed
by cyber forensic professionals (see Table 1.1).

The remainder of this chapter will focus the reader’s attention on a review and examina-
tion of auditing and compliance and the rapidly growing field of cyber forensics.

As defined by UpGuard, Cyber forensics is a branch of forensic science focused on
the recovery and investigation of material found in digital devices and cybercrimes.
Throughout this book, cyber forensics, digital forensics, and computer forensics are used
interchangeably.

As society increases reliance on computer systems and cloud computing, cyber forensics
becomes a crucial aspect of law enforcement agencies and businesses. The reader interested in
a deeper review of cyber forensics and cloud computer is directed to Chapter 4 and Ronald
L. Krutz’s examination of the subject.

Table 1.1 Auditing vs. investigation comparison’

Basis for comparison Auditing Investigation

Meaning The process of inspecting the books of
accounts of an entity and reporting on
it is known as Auditing.

Nature General Examination

An inquiry conducted for establishing
a specific fact or truth is known as

Investigation.
Ciritical and in-depth examination
Evidences

The evidences are persuasive in nature. The evidences are unquestionable;

therefore, its nature is decisive.

Time Horizon Annually As per requirement
Performed by Certified Public Accountant or Experts

Chartered Accountant
Reporting General Purpose Confidential
Obligatory Yes No

Appointment

Scope

An auditor is appointed by the
shareholders of the company.

Seeks to form an opinion on financial
statements.

The management or shareholders or a
third party can appoint investigator.
Seeks to answer the questions that are

asked in the engagement letter.
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Cyber forensics is concerned with the identification, preservation, examination, and analy-
sis of digital evidence, using scientifically accepted and validated processes to be used in and
outside of a court of law.

While its roots stretch back to the personal computing revolution in the late 1970s, cyber
forensics began to take shape in the 1990s, and it wasn't until the early 21st century that
countries like the United States began rolling out nation-wide policies.?

Addressed throughout this chapter will be a discussion of a cyber forensics event timeline,
relevant laws, and regulations along with applicable cyber forensic policies and procedures.
Equally important will be a review and discussion of best practices for cyber forensics com-
pliance, along with cyber forensic certifications.

By the end of this chapter, we will examine the role of audit in cyber forensics and using
cyber forensics proactively to mitigate fraud.

CYBER FORENSICS EVENT TIMELINE

Before we look at a cyber forensics event timeline, it is important to first understand some of
the major milestones in cybersecurity breaches.

Cybersecurity is an evolving field that is in a constant state of flux (see Table 1.2). Hackers
are unrelenting in their search for vulnerabilities to exploit, while information security pro-
fessionals try to assure that information and assets are properly protected. By understanding
the cyber events of the past, we can hopefully learn and improve our future cybersecurity
policies, processes, and procedures.

WHY IS CYBER FORENSICS IMPORTANT?

Cyber forensics is important because it is used in both criminal and private investigations.
Traditionally, it is associated with criminal law where evidence is collected to support or
negate a hypothesis before the court. Collected evidence may be used as part of intelligence
gathering or to locate, identify, or halt other crimes. As a result, data gathered may be held to
a less strict standard than traditional forensics.

In civil cases, cyber forensics may help with electronic discovery (eDiscovery). A com-
mon example is following an unauthorized network intrusion. A forensic examiner will
attempt to understand the nature and extent of the attack, as well as try to identify the
attacker.

The most common use of cyber forensics is to support or refute a hypothesis in a criminal
or civil court:

¢ Criminal cases: These involve the alleged breaking of laws and law enforcement agen-
cies and their cyber forensic examiners.

¢ Civil cases: These involve the protection of rights and property of individuals or con-
tractual disputes between commercial entities where a form of cyber forensics called
electronic discovery (eDiscovery) may be involved.

Cyber forensic experts are also hired by the private sector as part of cybersecurity and infor-
mation security teams to identify the cause of data breaches, data leaks, cyber-attacks and



Cyber Forensics 5

Table 1.2 Cybersecurity breach milestones’

Date Threat Actor Description

Early 1970s  Bob Thomas Thomas wrote the ‘Creeper; a self-replicating program that used
ARAPNET to infect DEC PDP-10 computer and display the
message, ‘I'm the creeper, catch me if you can!’

1976-2006  Greg Chung Boeing  Chung stole $2 billion (US) worth of aerospace docs and gave them

Corporation to China. 225,000 pages of sensitive material were recovered in
his home.This was one of the largest insider attacks in history
with malicious intent to supply China with proprietary military and
spacecraft intel.

2013 Edward Snowden Former CIA employee and contractor for the US government copied
and leaked classified information from the National Security Agency.
2013-2014  Unknown Largest Data Breach.Yahoo reported a breach by a group of hackers

that jeopardized the accounts of all 3 billion users. Everything

from names to passwords and security question answers were
compromised.Yahoo failed to report this breach until 2016 and was
fined $35 million by the SEC for failure to disclose the breach in a
timely manner.

2015 Unknown The US Office of Personnel Management fell victim to an attack that
stole 4.2 million personnel files of former and current government
employees. This included 21.5 million security clearance background
investigation files and 5.6 million fingerprints.

2016 Unknown Panamanian law firm Mossack Fonseca suffered a data breach in April
2016 that exposed 2.6 terabytes of sensitive data totaling | 1.5
million files.The leaked data included 4.8 million emails, 2.2 million
PDF documents, |.| million image files, 3 million database records,
and 320,000 other text files.

2017 Unknown The First Ransomeworm,WannaCry, a ransomware cryptoworm,
targeted computers running the Microsoft Windows operating
system and demanded ransom payments in the Bitcoin
cryptocurrency.

2018 Unknown An ‘unauthorized party’ acquired data associated with |50 million of
Under Armour’s MyFitnessPal user accounts.

2019 Unknown Mobile game producer Zynga announced that a hacker had accessed
account log-in information for 218 million customers. Hackers took
log-in credentials, usernames, email addresses, log-in IDs, some
Facebook IDs, some phone numbers, and Zynga account IDs.

2020 Unknown Mathway, a popular website for helping students and children learn
mathematics suffered from a data breach, resulting in more than 25
million records being exposed.

other cyber threats. Cyber forensic analysis may also be part of incident response to help
recover or identify any sensitive data or personally identifiable information (PII) that was lost
or stolen in a cybercrime.!°

CYBER FORENSICS AND TODAY’S AUDITING PROFESSION

Cyber forensic professionals and auditing professionals frequently work together when there
is a suspicion of fraud that is detected as part of an internal or external audit. A cyber
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forensic professional who has special training in forensic audit techniques will be used by the
audit team to perform additional steps beyond the regular audit procedures.
The cyber forensic professional will work to:

Identify what fraud, if any, is being carried out;

Determine the time period during which the fraud has occurred;
Discover how the fraud was concealed;

Identify the perpetrators of the fraud;

Quantify the loss suffered due to the fraud,;

Gather relevant evidence that is admissible in the court;

Suggest measures that can prevent such frauds in the company in future.

The cyber forensic professional will start by collecting evidence. By the conclusion of the
audit, the cyber forensic professional is required to understand the possible type of fraud
that has been carried out and how it has been committed. The evidence collected should be
adequate enough to prove the identity of the fraudster(s) in court, reveal the details of the
fraud scheme, and document the amount of financial loss suffered and the parties affected
by the fraud.

A logical flow of evidence will help the court in understanding the fraud and the evidence
presented. Forensic auditors are required to take precautions to ensure that documents and
other evidence collected are not damaged or altered by anyone.

Common techniques used for collecting evidence in a forensic audit include the
following:

Substantive techniques — For example, doing a reconciliation, review of documents, etc.
Analytical procedures — Used to compare trends over a certain time period or to get
comparative data from different segments

¢ Computer-assisted audit techniques — Computer software programs that can be used to
identify fraud

¢ Understanding internal controls and testing them so as to understand the loopholes
which allowed the fraud to be perpetrated

¢ Interviewing the suspect(s)

Once the evidence is analyzed, a report is required so that it can be presented to a client
about the fraud. The report should include the findings of the investigation, a summary of the
evidence, an explanation of how the fraud was perpetrated, and suggestions on how internal
controls can be improved to prevent such frauds in the future. The report needs to be pre-
sented to a client so that they can proceed to file a legal case if they so desire.

Lastly, the cyber forensic professional needs to be present during court proceedings to
explain the evidence collected and how the suspect was identified. They should simplify
the complex accounting issues and explain in layman’s language so that people who have
no understanding of the accounting terms can still understand the fraud that was carried
out.

To summarize, a forensic audit is a detailed engagement that requires the expertise of
not only accounting and auditing procedures but also expert knowledge regarding the legal
framework. A forensic auditor is required to understand various frauds that can be carried
out and of how evidence needs to be collected.!!
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CYBER FORENSICS: A TIMELINE OF SIGNIFICANT CONTRIBUTIONS

The following table provides the reader with a concise review of the more significant events
that paved the way for the field today, which we call cyber forensics (see Table 1.3).

Table 1.3 History of cyber forensics: A timeline'?

Date Event

1966  The first federally prosecuted case of computer crime in the United States. It involved a consultant
who programmed and maintained the computer system of a Minneapolis bank.

1973  The Equity Funding Insurance Company fraud leads to an increased interest in digital forensics.

1988  The court decided that if an individual independently searches a computer, finds alarming results,
and reports it to law enforcement, then the action doesn’t violate the Fourth Amendment.

2000  The 'l Love You’ virus case demonstrates that crime that effects the globe yet originated in an
unrestricted country would have complicated legal effects.

2001 The U.S. Department of Justice released the Technical Working Group for Electronic Crime Scene
Investigation’s report, Electronic Crime Scene Investigation: A Guide for First Responders.

2002  The U.S. Department of Justice’s Computer Crime and Intellectual Property section suggests
that computer files are just as private as information stored in something like a filing cabinet.
This also prevented law enforcement from searching electronic devices at their leisure.

2003 In the Jessica Chapman murder case, cell phones led investigators to yet another way to track
down suspects.

2005 Because some digital evidence is very work-intensive or costly to produce, courts start using a
system of 'burden and cost' to determine whether it would be possible and worthwhile to try
and get certain evidence.

2005 During the Zubulake case, three categories are made for reasonably accessible data: active, online
data; near-line data; and offline storage. Backup tapes and erased or fragmented tapes are
categorized as hard to recover.

2006  Amendments to the U.S. Federal Rules of Civil Procedure clearly define e-discovery data as
Electronically Stored Information (ESI), which cleared up confusion in courts.

2008  Criminals begin to create anti-forensic tools to destroy evidence of their activities and distract
investigators.

2008  George Socha and Thomas Gelbman create the Electronic Discovery Reference Model, a six-step,
widely accepted framework for e-discovery.

2008  The Good Practice Guide for Computer-Based Electronic Evidence is published by the Association
of Police Officers and acknowledges that the traditional ‘pull the plug’ technique leads to loss of
data.

2013 US President Obama issued Executive Order (EO) 13636, Improving Critical Infrastructure
Cybersecurity, which calls for a voluntary risk-based cybersecurity framework (the Cybersecurity
Framework, or CSF) that is ‘prioritized, flexible, repeatable, performance-based, and
cost-effective’

2014 Five laws were passed in the United States, including the National Cybersecurity Protection Act
(NCPA) and the Cybersecurity Enhancement Act.

2016  Obama developed a Cybersecurity National Security Action Plan (CNAP).

2018  The EU General Data Protection Regulation (GDPR) was set into place on 14 April 2016, with
a date of enforcement of 25 May 2018.The GDPR aims to bring a single standard for data
protection among all member states in the EU.

2020  Some 92% of United Nations Member States have developed reforms of legislation on cybercrime
and electronic evidence.
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CYBER FORENSICS: SOLVING DIGITAL CRIMES ONE BYTE AT ATIME

Cyber forensics is rapidly becoming a way and a means for not only law enforcement but for
organizations to proactively address unauthorized computer activities, cyber events, and the
misuse or inappropriate use of computer hardware and software.

In a 24/7, always on, digitally connected, global, mobile society, cyber forensics, the ability
to search for and acquire digital evidence has assisted in solving crime and mitigating risks —
risks to organizations and to individuals.

The reader may find the following examples of applied cyber forensics of interest, prior
to moving onto the next section of this chapter, where we will discuss laws and regulations
relevant to cyber forensics.

CASE: MATT BAKER - IMPRISONMENT FOR ALLEGED MURDER

Synopsis: In 2006, a case caught public attention, against Matt Baker for allegedly murdering his wife,
which according to the news and evidence found, later on, reported to be an apparent suicide.

Cyber Forensic Analysis: Computer forensic analysts investigated Matt Baker’s background — then
Baptist Texas preacher — and sought out the data on his laptop, despite having a suicide note from
the crime scene.After going through his search history, they found out that not only did Matt Baker
enter a query related to ‘overdosing on sleeping pills, but he also ventured through different pharma-
ceutical operations to gain access to the drugs.The case was closed in 2010 when the court of law
sentenced Matt Baker to life imprisonment or 65 years for murdering his wife.'3

CASE: KRENAR LUSHA - INVESTIGATION OF ALLEGED TERRORISM

Synopsis: Krenar Lusha, an alleged terrorist of British nationality, was held accountable for his acts
on terrorism after a ton of ammunition was found in his apartment in 2009.

Cyber Forensic Analysis: The police raided his apartment after computer forensic analysts inves-
tigated his search history and pattern on the Internet and hacked his MSN account only to find out
that he has not only been searching for tutorials on making explosive devices, but also introducing
himself as a sniper.The computer forensic analysts managed to retrieve all deleted conversations
through their hacking skills and tools."?

CASE: NATHANIEL SOLON - CHILD PORNOGRAPHY

Synopsis: Downloading media from the Internet arguably became most popular with the arrival
of Napster, where one could download completely free music from any person connected to the
service who was willing to share. Other person-to-person (p2p) programs soon followed, such as
LimeWire and Share Bear. Nathaniel Solon apparently used this p2p network to illegally download
music, video games, and later, child pornography.

Cyber Forensic Analysis: He was discovered by the Internet Crimes Against Children Agency,
who found that not only was he downloading such files, but distributing them as well.'*
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CASE: HASSAN ABU-JIHAAD -TERRORISM AND ESPIONAGE

Synopsis: Hassan was serving as a signalman aboard the USS Benfold. Little did anyone know at the
time, he was also a homegrown radical who was secretly in touch with al Qaeda financiers, shar-
ing classified details about the vulnerabilities and movements of the ships just six months after al
Qaeda operatives had killed 17 Americans aboard the USS Cole in the port of Yemen.

Cyber Forensic Analysis: When British authorities raided the apartment of Babar Ahmad, a
Briton later charged with raising money for al Qaeda through a London-based organization called
Azzam Publications. Its former website, www.azzam.com, was hosted on servers in Connecticut.

In Ahmad?’s flat was a floppy disk with a password-protected document detailing what was then
classified information about the travel and security weaknesses of the USS Benfold and the sister
ships in its convoy. That document, it was proved at trial, was sent by Abu-Jihaad while aboard the
Benfold, endangering the lives of his own shipmates and countless others.'>

FUTURE CHALLENGES FOR CYBER FORENSICS

So, what lies ahead in the future for Cyber Forensics? Below are some of the future challenges
for Cyber Forensics:

e Cyber forensics is a critical aspect of modern law enforcement investigations and
deals with how data is gathered, studied, analyzed, and stored. This includes the
recovery and investigation of data found in electronic devices. Due to the nature of
flash memory, and a lack of sufficient protocols in place to outline effective data-
retrieval techniques for solid state discs (SSDs) and universal serial bus (USB) flash
drives, data forensic examiners face many challenges that sometimes impede their
ability to operate successfully.

In addition to the numerous technical complications that investigators face, there are
also many legal matters to consider. These legal issues are not secondary considerations
whereas having valid search authority is a primary requirement. It is important not to
overlook or minimize the importance of the legal difficulties surrounding digital foren-
sic investigations.!®

¢ Data Volume and Velocity. Nowadays, most information is created, stored, modified,
and accessed purely in digital form. This knowledge highlights the importance of digi-
tal investigations, because most of our daily activities and interactions are digitally
recorded in some form, meaning that critical evidence in criminal investigations must
be extracted from an electronic device. Organizations now capture and process greater
volumes of data than ever before. Only a few years ago, working with a 100-megabyte
file was considered a lot of data. Today, data can be measured in zettabytes, or ZBs,
which is equal to 1 trillion megabytes.

Many organizations find themselves ‘drowning in data.” Beyond the vast amount of
data collected, today’s globalization and connectivity result in data produced at incred-
ible and increasing speeds. IBM estimates that approximately 90% of all the data in the
world was created in the past two years alone.

In 2012, 2.8 ZBs were created; in 2020, the total data generated annually is fore-
casted to reach 40 ZBs. User-generated content such as photos and videos and devices
with sensors that constantly generate data—commonly referred to as the Internet of
Things (IoT)—contribute significantly to the mountain of digital information.!”


http://www.azzam.com

10 Cyber Forensics

¢ Though there are many issues that law enforcement officers encounter when attempting
to retrieve digital data, the two that will currently present the biggest challenges are cloud
computing and encryption. Cloud computing has changed the way that data is stored. It
is possible to store data blocks in different jurisdictions, meaning officials in the United
States could be faced with trying to retrieve cloud stored data that is in another country.'$

e The use of encryption technology to protect computer data is growing—and that fact
presents a challenge for forensic investigators. Without a decryption key, forensic tools
cannot be used to find digital evidence. Even with the key, searching encrypted data can
be tricky and time consuming. The move to encryption is coming from hardware and
software companies who are embedding encryption technology into their products.
Cyber forensic investigators are limited to the information on the device that they can
access. If a hard drive is fully encrypted, they have no easy access to the stored data and
the investigative options become limited."

In short, cyber forensics is, and will continue to be, a highly valuable tool in criminal
investigations. Law enforcement agencies need to be equipped with the proper people,
tools, and resources to legally conduct these types of investigations. As society becomes
increasingly reliant on various communication technologies, more evidence will be
found digitally. This area poses significant challenges for investigators, due to rapidly
changing technologies, accessibility, retrieval, and legal issues.??

As we continue our review into compliance, auditing and cyber forensics, we next examine
the various and relevant laws and regulations related to the field of cyber forensics.

CYBER FORENSICS RELEVANT LAWS AND REGULATIONS

In the previous section, we introduced some of the key definitions and distinguished between
auditing and investigations. We looked back at some cybersecurity breach milestones, dis-
cussed why cyber forensics is important, and reviewed a timeline of significant cyber forensic
contributions. We noted some significant crimes that have been solved through the use of
cyber forensics and listed some future challenges for cyber forensics.

In the following section, we will explore laws and regulations that are relevant to cyber
forensics, including the Computer Fraud and Abuse Act (CFAA), Hacking laws and Internet
laws. For an in-depth look at forensic accounting and the use of e-discovery and cyber foren-
sics (see Chapter 9, authored by Richard Dippel).

It is important for the cyber forensic professional to understand the relevant laws and
regulations at the national and state level, in order to operate within the aspects of those laws
while preforming any cyber forensics investigation.

The following is a review and overview of significant cyber laws.

COMPUTER FRAUD AND ABUSE ACT (CFAA)

The CFAA was enacted in 1986, as an amendment to the first federal computer fraud law, to
address hacking. Details of the offenses addressed by the CFAA can be found in Table 1.4.
Over the years, it has been amended several times, most recently in 2008, to cover a broad
range of conduct far beyond its original intent. The CFAA prohibits intentionally accessing
a computer without authorization or in excess of authorization, but fails to define what
‘without authorization’ means. With harsh penalty schemes and malleable provisions, it has
become a tool ripe for abuse and use against nearly every aspect of computer activity.
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Table 1.4 Provisions of the Computer Fraud and Abuse Act?

Offense Section Sentence*
Obtaining National Security Information (@)1 10 years (20)
Accessing a Computer and Obtaining (@)(2) | or 5 years (10)
Information
Trespassing in a Government Computer @)@3) | year (10)
Accessing a Computer to Defraud and Obtain  (a)(4) 5 years (10)
Value
Intentionally Damaging by Knowing @)(5)(A) | or 10 years (20)
Transmission
Recklessly Damaging by Intentional Access (@)(5)(B) | or 5 years (20)
Negligently Causing Damage and Loss by (@)(5)(C) | year (10)
Intentional Access
Trafficking in Passwords (2)(6) | year (10)
Extortion Involving Computers @)(7) 5 years (10)
Attempt and Conspiracy to Commit such an (b) 10 years for attempt but no penalty
Offense specified for conspiracy in section (c)

*The maximum prison sentences for second convictions are noted in parentheses.

As technology advances, the use of the criminal law to regulate conduct using such tech-
nology also advances. Perceptions concerning the role of technology in both traditional and
high-tech criminal conduct prompted Congress to enact the first federal computer crime law
30 years ago. Increases in computer availability and mainstream usage, however, have pro-
pelled government regulation of computer conduct into overdrive.

Over the course of 30 years, federal computer crimes went from non-existent to touching
on every aspect of computer activity for intensive and occasional users alike.

The CFAA is not without its critics, however. The National Association of Criminal Defense
Lawyers (NACDL) states that the breadth and ambiguity of the CFAA are deeply troubling.
NACDL supports wholesale reform of the CFAA and, in particular, believes violations of
website terms of services should not be federal crimes.

NACDL opposes any additional expansion of the CFAA and is actively working to reform
the CFAA through amicus support, coalition building, and legislative advocacy.?!

Cybercrime federal legislation - evolution

The Computer Fraud and Abuse Act (CFAA), 18 U.S.C. § 1030, is a civil and criminal cyber-
crime law prohibiting a variety of computer-related conduct and has seen an evolution since
its inception, responding proactively to the increase in digital crime.

Since the original enactment of the CFAA in 1984, technology and the human relation-
ship to it have continued to evolve. Although Congress has amended the CFAA on numer-
ous occasions to respond to new conditions (see Table 1.5), the rapid pace of technological
advancement continues to present novel legal issues under the statute.

Although sometimes described as an anti-hacking law, the CFAA is much broader in
scope. Indeed, it prohibits seven categories of conduct, including certain exceptions and
conditions:

1. Obtaining national security information through unauthorized computer access and
sharing or retaining it;



12 Cyber Forensics

Table 1.5 Changes to the computer fraud and abuse act??

Year Computer Fraud and Abuse Act (CFAA)

1984 Congress passes the Comprehensive Crime Control Act (CCCA), which included the first
federal computer crime statute, later codified at 18 U.S.C. § 1030

1986 Congress passes the Computer Fraud and Abuse Act (CFAA)

1994 CFAA amended to cover several other computer-related acts including:

* Theft of property via computer that occurs as part of a scheme to defraud
* Intentional alteration, damage, or destruction of data belonging to others
* Distribution of malicious code and denial of service
* Trafficking in passwords and similar items.
2001 Congress expands the CFAA through the USA Patriot Act.

The most significant change was the expanded definition of ‘protected computer’ to include
computers located outside the United States; specifically, those computers ‘located outside
the United States that [are] used in a manner that affects interstate or foreign commerce
or communications of the United States’

2008 CFAA (18 U.S.C. § 1030(a)(7)) expanded to criminalize not only explicit threats to cause
damage to a computer but also threats to () steal data on a victim's computer, (2) publicly
disclose stolen data, or (3) not repair damage the offender already caused to the computer.

Created a criminal offense for conspiring to commit a computer hacking offense under
section 1030.

Established a mechanism for civil and criminal forfeiture of property used in or derived from
§ 1030 violations.

Broadened the definition of ‘protected computer’ in 18 U.S.C.§ 1030(e)(2) to the full
extent of Congress’s commerce power by including those computers used in or affecting
interstate or foreign commerce or communication.

. Obtaining certain types of information through unauthorized computer access;

. Trespassing in a government computer;

. Engaging in computer-based frauds through unauthorized computer access;

. Knowingly causing damage to certain computers by transmission of a program, infor-
mation, code, or command;

. Trafficking in passwords or other means of unauthorized access to a computer;

7. Making extortionate threats to harm a computer or based on information obtained

through unauthorized access to a computer.?*

L Wi

N

STATE LEGISLATION

There are many states that are passing their own legislation on computer crimes. It is impor-
tant for the cyber forensic professional to monitor these pending legislations, which when
they become law, could potentially impact a cyber forensic investigation.

Computer Crimes Legislation can be found on each respective State’s Legislation website.
Below are 12 bills that were active in October 2020 (see Table 1.6).

In addition to monitoring pending state cybercrimes legislation, both the auditor and cyber
forensic professional should understand law and protocols for prosecuting computer crimes.

This U.S. Department of Justice (DOJ) has published a manual that examines the federal
laws that relate to computer crimes. The focus is on those crimes that use or target com-
puter networks, which are interchangeably referred to as ‘computer crime,’ ‘cybercrime,” and
‘network crime.” Examples of computer crime include computer intrusions, denial of service
(DoS) attacks, viruses, and worms. The DOJ does not attempt to cover issues of state law and
do not cover every type of crime related to computers, such as child pornography or phishing.
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Table 1.6 Pending state legislature cybersecurity bills

State Bill number Title
Connecticut HB 5511 An Act Concerning an Analysis Of Municipal Cybersecurity?
lllinois HB 5204 Cybersecurity Legal Defense?
Maryland HB 635 Criminal Law — Crimes Involving Computers - Malware and
Ransomware?’
Minnesota HF 4085 Unauthorized access of critical state information technology system
crime established.?®
SF 4297 Critical state information technology systems unauthorized access crime
establishment.??
New Jersey A 3984 Creates affirmative defense for certain breaches of security.®
A 4518 Increases penalty for ‘bombing’ online meeting or teleconference under
certain circumstances.?!
S 1374 Establishes ‘Internet Predator Investigation and Prosecution Fund’ with
$200 assessment on persons convicted of certain offenses.?
New York AB 2124 Creates specific computer crimes as well as increasing penalties for
crimes committed with the aid of a computer.
Ohio HB 368 To enact the Ohio Computer Crimes Act.>
Virginia SB 378 Computer trespass; expands the crime.?®
SB 844 Computer trespass; expands the crime.3

This manual is intended as assistance, not authority. The research, analysis, and conclu-
sions therein reflect current thinking on difficult and dynamic areas of the law; they do not
represent the official position of the Department of Justice or any other agency. This manual
has no regulatory effect, confers no rights or remedies, and does not have the force of law
or a U.S. Department of Justice directive (see United States v. Caceres, 440 U.S. 741 (1979)).

Electronic copies of this document are available from the DO]J website, www.cybercrime.
gov. The DOJ may update the electronic version periodically and we advise cyber forensic
professionals and others interested to check the website’s version for the latest developments.

The Table of Contents of the manual is as follows:

Chapter 1: Computer Fraud and Abuse Act

Chapter 2: Wiretap Act

Chapter 3: Other Network Crime Statutes

Chapter 4: Special Considerations

Chapter 5: Sentencing

There are also several useful Appendices. The cyber forensic professional will find this to
be a valuable resource.’”

In addition to the CFAA and various state regulations, the cyber forensic professional and
auditor should understand the various hacking laws.

HACKING LAWS AND PUNISHMENTS

While there are many types of crimes that can be committed using a computer, some of the
most prominent cases involve hacking. Hardly a day goes by when there is not some sort of
data breach being covered in the news and on social media. These hackers have infiltrated
businesses in all industries, non-profit organizations, and government agencies.
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However, not all hacking is a criminal event. There are numerous types of ‘hacking’ and
‘hackers.” So, let’s first cover some definitions to better understand the differences.

Definition of hacking and types of hackers

Hacking can be defined as the act of breaking into a computer system. Hacking can be cat-
egorized as either authorized or unauthorized. On the authorized side, organizations can hire
hackers (ethical or white-hat hackers) to test existing infrastructures for bugs and loopholes
so that these weaknesses can be fixed before being exploited by bad or black-hat hackers. The
black-hat hackers are a type of malicious hackers which accesses a computer system without
prior consent or authorization. These malicious hackers can include cyber criminals, spam-
mers, hacktivists, and disgruntled insiders.

Federal hacking laws

There are several federal laws that address hacking, including:

The Computer Fraud and Abuse Act (CFAA) (covered earlier in this section)
The Stored Communications Act (SCA)

The Electronic Communications Privacy Act (ECPA)

The Defend Trade Secrets Act (DTSA)

The Stored Communications Act mirrors the prohibitions of the CFAA and protects stored
electronic communications and data or data at rest (including email, texts, instant messages,
social media accounts, cloud computing and storage, and blogs/microblogs).

The Electronic Communications Privacy Act (EPCA), a counterpart law to the SCA forbids
intentional interception of electronic communications in transit or ‘data in motion,’ rather
than ‘data at rest.

The DTSA allows an owner of a trade secret to sue in federal court when its trade secrets
have been misappropriated.

Hacking laws: State laws

Although much of the focus is on federal laws, states have enacted hacking laws as well. While
every state has computer crime laws, some states address hacking more specifically with laws
that prohibit unauthorized access, computer trespass, and the use of viruses and malware.

For example, approximately half of the states in the country have laws that target the use
of DoS attacks. In this form of hacking, an intruder floods the system or servers with traffic,
denying access to legitimate users.

Ransomware occurs when malware is installed on someone's computer, denying access to
the computer unless a ransom is paid. Several states have laws that specifically criminalize
ransomware.3®

Having presented relevant discussion addressing cyber forensic laws and regulations, we
next move onto cyber forensic policies and controls.

CYBER FORENSICS POLICIES AND CONTROLS

In the previous section, we reviewed the relevant cyber forensics laws and regulations that
are important to the cyber forensic professional. In this section, we will discuss the key cyber
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forensics policies and controls. Following a defined process is necessary to have a defendable
and repeatable procedure that, if necessary, will stand up in a court of law.

Because different organizations are subject to different laws and regulations, this section
should not be used as a guide to executing a digital forensic investigation, construed as legal
advice, or used as the basis for investigations of criminal activity.

Organizations should use this guide as a starting point for developing a forensic capability
in conjunction with extensive guidance provided by legal advisors, law enforcement officials,
and management.

For the purposes of this section, we will highlight the process as defined in NIST Special
Publication 800-86, Guide to Integrating Forensic Techniques into Incident Response.

The process for performing cyber forensics comprises the following basic phases:

¢ Collection: Identifying, labeling, recording, and acquiring data from the possible sources
of relevant data, while following procedures that preserve the integrity of the data.

¢ Examination: Forensically processing collected data using a combination of automated
and manual methods, and assessing and extracting data of particular interest, while
preserving the integrity of the data.

¢ Analysis: Analyzing the results of the examination, using legally justifiable methods
and techniques, to derive useful information that addresses the questions that were the
impetus for performing the collection and examination.

¢ Reporting: Reporting the results of the analysis, which may include describing the
actions used, explaining how tools and procedures were selected, determining what
other actions need to be performed (e.g., forensic examination of additional data
sources, securing identified vulnerabilities, improving existing security controls), and
providing recommendations for improvement to policies, procedures, tools, and other
aspects of the forensic process.>”

This section provides general recommendations for performing the forensic process. To start
with, organizations should define a set of policies to address forensic considerations.

Policies

Organizations should ensure that their policies include specific statements outlining all
important forensic considerations, such as working with law enforcement, tracking activ-
ity and ongoing examination of forensic policies, protocols, and procedures. At a high level,
policies should allow approved staff to track system and network activity and, under appro-
priate circumstances, carry out investigations for legitimate reasons.

Policies should be reviewed regularly, especially for organizations that have national or
international operations, due to new laws, updates to regulations, and new rulings from the
courts. Policies should also provide guidance on the appropriate use of forensic tools. This
would include who is authorized to use forensic tools and under what circumstances. A more
detailed review of cyber forensics tools is provided in Chapter 10.

Guidelines and procedures

Organizations should have forensic guidelines and procedures that include a protocol for
investigating a cyber forensic event. This should include step-by-step procedures for perform-
ing essential tasks, such as imaging a hard disk, capturing volatile information, and maintain-
ing a documented chain of custody.



16 Cyber Forensics

The purpose of the guidelines and procedures is to promote consistent, reliable, and pre-
cise forensic actions that are especially relevant for events that could lead to the documented
evidence being used in criminal prosecution or internal disciplinary action. This is especially
true with electronic evidence that can be easily created, altered, or manipulated.*

Now that we have outlined the need for an organization to establish their policies, guide-
lines, and procedures, we will go into some additional detail for performing the forensic
process.

PERFORMING THE FORENSIC PROCESS

The most common goal of performing forensics is to gain a better understanding of an
event of interest by finding and analyzing the facts related to that event. As described above,
forensics may be needed in many different situations, such as evidence collection for legal
proceedings and internal disciplinary actions and handling of malware incidents and unusual
operational problems. Regardless of the need, forensics should be performed using the four-
phase process shown in Figure 1.1.

This section describes the basic phases of the forensic process: collection, examination,
analysis, and reporting. During collection, data related to a specific event is identified,
labeled, recorded, and collected, and its integrity is preserved. In the second phase, exami-
nation, forensic tools and techniques appropriate to the types of data that were collected
are executed to identify and extract the relevant information from the collected data while
protecting its integrity. Examination may use a combination of automated tools and manual
processes.

The next phase, analysis, involves analyzing the results of the examination to derive useful
information that addresses the questions that were the impetus for performing the collec-
tion and examination. The final phase involves reporting the results of the analysis, which
may include describing the actions performed, determining what other actions need to be
performed, and recommending improvements to policies, guidelines, procedures, tools, and
other aspects of the forensic process.

As shown at the bottom of Figure 1.1, the forensic process transforms media into evidence,
whether evidence is needed for law enforcement or for an organization’s internal usage.
Specifically, the first transformation occurs when collected data is examined, which extracts
data from media and transforms it into a format that can be processed by forensic tools.
Second, data is transformed into information through analysis.

Finally, the information transformation into evidence is analogous to transferring knowl-
edge into action using the information produced by the analysis in one or more ways during
the reporting phase. For example, it could be used as evidence to help prosecute a specific
individual, actionable information to help stop or mitigate some activity, or knowledge in the
generation of new leads for a case.

Collection Examlnatior>> Analysis >> Reporting

Media P Data > Information ==———-Evidence

Figure 1.1 Forensic process*!
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Phase | — Data collection

The first step in the forensic process is to identify potential sources of data and acquire data
from them. This includes desktop computers, servers, laptop computers, internal drives, and
external storage devices. Also, cell phones, digital cameras, video recorders, and other network
devices and logs can contain evidence. Table 1.7 shows the related control steps for this phase.

Phase 2 - Examination

After data has been collected, the next phase is to examine the data, which involves assessing
and extracting the relevant pieces of information from the collected data. This phase may also
involve bypassing or mitigating operating system (OS) or application features that obscure data
and code, such as data compression, encryption, and access control mechanisms. An acquired
hard drive may contain hundreds of thousands of data files; identifying the data files that
contain information of interest, including information concealed through file compression and
access control, can be a daunting task. Table 1.8 shows the related control steps for this phase.

Phase 3 — Analysis

Once the relevant information has been extracted, the analyst should study and analyze the
data to draw conclusions from it. The foundation of forensics is using a methodical approach

Table 1.7 Steps in the data collection process

Control Steps — Safeguarding Digital Evidence
o Secure the physical area of the scene
Take possession of all hardware and other storage devices
Ensure to protect all volatile digital evidence
Obtain all relevant logs and data
Document all evidence that will be removed from the scene
o Preserve the chain of custody
Control Steps - Transferring Digital Evidence
o Securely transport evidence from scene to storage
o Preserve chain of custody during transportation

O 00O

Control Steps — Storing Digital Evidence
o Store evidence in a controlled access area
o Restrict and log all access to the evidence area
o Preserve chain of custody while in secure storage

Table 1.8 Steps in the examination process

Control Steps - Ensure Integrity of Digital Evidence
o Follow established digital forensic investigation methodology
o Ensure to write-protect all digital evidence source media

Control Steps - Extract Digital Evidence
o Extract digital evidence in order of volatility
o Extract non-volatile digital evidence
Control Steps — Copy Digital Evidence
o Make forensic copies of all digital evidence
Control Steps — Authenticate Digital Evidence
o Authenticate all digital evidence as identical to the original
o Time stamp all copies of the authenticated digital evidence
Control Steps — Documenting Acquisition Process
o Document all actions through chain of custody documentation
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to reach appropriate conclusions based on the available data or determine that no conclu-
sion can yet be drawn. The analysis should include identifying people, places, items, and
events, and determining how these elements are related so that a conclusion can be reached.
Table 1.9 shows the related control steps for this phase.

Phase 4 — Reporting

The final phase is reporting, which is the process of preparing and presenting the information
resulting from the analysis phase. Table 1.10 shows the related control steps for this phase.
The key take-aways from this four-phase forensic process are as follows:

¢ Organizations should perform forensics using a consistent process.

¢ Analysts should be aware of the range of possible data sources.
¢ Organizations should be proactive in collecting useful data.

Table 1.9 Steps in the analysis process

Control Steps — Plan Analysis

o Evaluate all available evidence about the event (digital and physical)

o Ascertain if additional specialized forensic expertise is required

o Determine which forensic tools are most appropriate to use
Control Steps — Analyze Evidence

o Analyze evidence using the most appropriate forensic tools available

o Follow the requirements of the ‘best evidence rule’ applicable in your jurisdiction
Control Steps — Create Timeline

o Reconstruct sequence of events

o Match digital evidence with other known facts about the event
Control Steps — Formulate Conclusions

o Draw results based on the evidence reviewed

o Document the finding
Control Steps — Document Results

o Document all steps of the analysis of the evidence

o Continue to maintain the chain of custody

Table 1.10 Steps in the reporting process

Control Steps — Prepare Report
o Define the target audience (law enforcement, senior management, etc.)
o Gather and organize all evidence needed for the report
o Organize any extra displays needed for report presentation
o Continue to maintain the chain of custody

Control Steps — Present Report
o Present the report and supporting evidence in a consistent, clear way to ensure that the
audience understand the examination results
o If necessary, use displays and charts to help explain the more technical areas of the report

Control Steps - Preserve Report and Supporting Evidence
o After the report has been presented, ensure the preservation of all evidence, in the event
that any follow-up is required

Control Steps - Post Report
o Conduct a thorough post-examination review to help identify lessons learned and ways to
improve the forensic process
o ldentify any updates needed to policies or procedures and communicate these to all
appropriate individuals and teams
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¢ Analysts should perform data collection using a standard process.
¢ Analysts should use a methodical approach to studying the data.
¢ Analysts should review their processes and practices.*?

Now that we have presented general recommendations for performing the forensic process,
in the next section we will review the best practices for cyber forensics compliance.

QUALITY STANDARDS FOR DIGITAL FORENSICS

In June of 2019, the Council of the Inspectors General on Integrity and Efficiency devel-
oped a set of Quality Standards for Digital Forensics. As dependence on computers, tab-
lets, and mobile devices increases and the cost of digital storage decreases, the amount of
Electronically Sored Information (ESI) continues to increase rapidly. If accessed correctly
and legally, this digital information can be extremely valuable for investigative use. This sec-
tion outlines standards in two areas: management and personnel. Management standards
pertain to the organization and the environment in which digital forensics are performed.
Personnel standards pertain to the qualifications and proficiency of individuals conducting
digital forensics.*?

MANAGEMENT STANDARDS

A. Digital Forensic Competency
Not all organizations need to be capable of executing a digital forensics examination. If an
organization does not have the capability, then it must have a policy to direct how an event
requiring digital forensics would be handled. If the organization performs its own digital
forensic investigation, it must follow its own documented methodology.

Guidelines

1. Overview — Digital devices are everywhere today. The volume of data created every day
is growing at an exponential rate. Some of this data may eventually become evidence
that could be used to convict or absolve in a court of law. So, it is important that digital
forensic examinations are conducted by experienced forensic professionals.

2. Jurisprudence — Before starting a digital forensic investigation, consideration must be
given to the legal precedence concerning the authority to gather and analyze data. This
is usually in the form of a search warrant or legal consent. Because of the large volume
of data that is involved, the digital forensic professional needs to understand the scope
of these legal documents to ensure the evidence obtained is pertinent to the authoriza-
tion. It is best to work with legal counsel in all cases.

3. Data Integrity — Because digital data can be fragile and is subject to manipulation,
it is important to ensure that data is handled in strict accordance with evidence
handling procedures. This includes the steps of collecting, transporting, and storing
digital evidence. Throughout all steps, the chain of custody must be preserved and
documented.

4. Documentation of Forensic Activities — It is imperative that all phases of digital foren-
sic activities be meticulously documented. From collection, examination, analysis, and
reporting, the evidence chain of custody must be preserved. For the final report, con-
taining a conclusion or opinion needs to be directly supported by the documented
digital evidence examined.
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S.

External Forensic Expertise — If your organization does not have the digital forensic
expertise or experience, then it is advisable to enter into an agreement with an outside
professional digital forensic examiner. Before selecting and contracting with a digital
forensic provider, it is important to perform adequate due diligence to help select the
firm or individual that would best meet the needs of your organization. Be sure to check
references and validate any certifications of the proposed vendor.

B. Quality Assurance

. Overview — Organizations that perform their own digital forensic activities should estab-

lish a quality assurance function to ensure that all digital forensic examinations conform
to established policies and procedures that support high quality, consistent results.

. Independent Reviews — All digital forensics examination reports should be reviewed by

another qualified individual to ensure compliance with the organization’s forensic pol-
icy. Also, a sample of digital forensics documentation should be independently reviewed
by a qualified individual to ensure consistency and completeness of the examination
documentation.

. Tool Validation — Since the use of digital forensic tools is a critical component of any

examination, organizations should carefully evaluate digital forensic tools before pur-
chasing. To ensure that any tool functions correctly and as intended, validation by an
outside digital forensic authority is appropriate. Refer to Chapter 1 for further informa-
tion on digital forensic tools and utilities.

. Review of Quality Assurance Process — Every organization should review its own digi-

tal forensics examination policies and procedures at least once per year. This includes
review of the quality assurance process. The field of digital forensics is rapidly evolv-
ing and organizations want to ensure that they keep up with the latest tools and
methodologies.

WORKFORCE STANDARDS

A. Criteria

Workforce standards are applicable to all individuals who perform digital forensic activities
within an organization. Organizations may differ in the job titles for those individuals who
perform digital forensics, i.e., examiner, analyst, specialist, etc.

1.

Competency — The organization is responsible for ensuring that the cyber forensics
tasks and activities are performed only by individuals who have the experience and
technical competency to perform those tasks.

. Sourcing — The Human Resources and Recruiting functions of an organization should

help set the minimum job requirements, provide formal job descriptions, and assist hir-
ing managers in finding and interviewing prospective candidates. This also includes set-
ting reasonable and market-appropriate salary and compensation packages to attract
and retain top talent. Cyber-positions are in high demand and are commanding top
dollar in many markets.

. Education — For most of today’s cyber forensic positions, a degree from an accredited

four-year college is a minimum requirement. Many universities are offering cyber-
related master’s programs and accelerated degree programs to help fill the abundance
of open cybersecurity and forensics positions. A bachelor’s or master’s degree will
provide the student with an exposure to both the technical and management.
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4. Experience — Depending on the level of the position, organizations may allow candi-
dates to substitute on the job experience for some or all of the educational require-
ments. Of course, this would be experience that provided the relevant knowledge, skills
and abilities required.

5. Intangibles — Digital forensics professionals are held to the highest standard of conduct,
ethics, honesty, and integrity. Throughout the course of their work they may encounter
sensitive and private data that demands the utmost confidentiality. Candidates should
expect to go through criminal background checks, drug testing, previous employment
and reference checks, and other background investigations.

6. Training — At the entry-level, candidates may be expected to demonstrate some basic
cyber-skills as part of the job screening process. Once hired all candidates should expect
to go through orientation to understand the benefits, policies, and expectations of the
organization.

B. Expertise

1. Certification — There are many certification programs that the cyber forensic profes-
sional can pursue. Studying for and taking any exams requires an effort and helps
demonstrate a professional’s dedication to increasing their competency in the field, with
the reward of a recognized certification to show for their hard work. Information about
several cyber forensic certifications is provided in the next section.

2. Continuing Professional Education — Once certified, all cyber forensic professionals are
expected to stay current in their field through annual continuing professional educa-
tion (CPE) requirements. This can be through formal training classes, conference and
seminars, online training, and self-study.*

In the previous section, we have covered a set of quality standards for digital forensics and a
taxonomy for cyber forensics compliance. These can be used by organizations as ‘best prac-
tices,” to assist with continuous improvement of their cyber forensics program. In the next
section, we will review various cyber forensic certifications.

CYBER FORENSIC CERTIFICATIONS

Digital forensics or computer forensics certifications have experienced an incredible growth
and market appeal over the past several years. The continued increase in cyber-criminal
activities and the need to identify digital evidence in cases ranging from divorces, medical
malpractice suits, civil disputes to breaches of industrial control systems, have fueled this
growth.

Attaining certification as a cyber/computer forensic examiner/investigator denotes a level
of competency in digital forensic techniques, methods, policies, procedures, and required
standards of practice.

In addition, the application of both legal and ethical principles to warrant accurate, com-
prehensive, and reliable digital evidence obtained in a manner that such evidence is permis-
sible, in a law court.

In the following section, we will review several cyber forensic certifications. The cyber
forensic professional can choose from vendor/product specific certifications, or certifications
offered by various organizations/associations.

Obtaining a certification in cyber forensic examination is a plus for today’s cyber forensic
professionals. Certifications can provide the following benefits:
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1. Expand your knowledge and skills — giving you the key tools and methods to draw
upon when needed, including:
a. ensuring that all digital evidence recovered during an investigation will be accepted
in a court of law,
b. tracing back the digital trail to identify the cyber-criminal after a breach or loss of
data has occurred.
2. Provides recognition — of your forensic capabilities, knowledge, and the ability to apply
forensics processes.
3. Builds professional credibility — shows your commitment to professionalism and cyber
forensic standards.
4. Gives you a competitive advantage — against other candidates during the interview process.
5. Establishes you as a continuous learner — staying up to date in the cyber forensic field
is essential.
6. Increase your earning potential — many salary surveys indicate certifications can lead to
increased compensation.

There are several options for cyber forensic certifications. Some are product specific and
others are product agnostic and focus more on methodology, regardless of the product used.
Below is some information regarding several of the more popular cyber forensic certifications.

CFCE - CERTIFIED FORENSIC COMPUTER EXAMINER

The Certified Forensic Computer Examiner (CFCE) certification program is based on a series
of core competencies in the field of computer/digital forensics. IACIS offers the CFCE certi-
fication program to prospective candidates who wish to attain the CFCE certification. The
program is comprised of two phases:

e Peer review phase — Candidates complete four scenario-based problems guided by a
forensic professional through a mentored process whereby candidates are able to sub-
mit reports or assessment documents after completing each practical exercise.

¢ Certification Phase — An independent exercise wherein the candidate must complete a
practical exercise and written final examination. Upon successful completion, the can-
didate will be awarded the CFCE certification.

Each certified CFCE member must satisfy recertification requirements every three years.
TACIS offers proficiency tests on a regular basis for organizations or laboratories that require
frequent proficiency tests. Likewise, proficiency tests are offered to certified CFCE members
in the third year from the initial date of certification for the sole purpose of recertification.*
Table 1.11 provides an overview of the CFCE certification.

Table I.11 CFCE overview

Certification Certified Forensic Computer Examiner (CFCE)

Prerequisites 72 hours of training in computer/digital forensics comparable to CFCE core competencies;
BCFE training course meets training requirement

Exam Two-part process: Peer review (must pass to proceed to subsequent phase) and
certification phase (includes hard-drive practical and written examination)
Cost The fee to take the CFCE exam is $750.00.

Website www.iacis.com/certification/cfce/
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CHFI - COMPUTER HACKING FORENSIC INVESTIGATOR

Computer hacking forensic investigation is the process of detecting hacking attacks and
properly extracting evidence to report the crime and conduct audits to prevent future attacks.

Computer crime in today’s cyber world is on the rise. Computer investigation techniques
are being used by police, government, and corporate entities globally and many of them turn
to the EC-Council for the Digital Forensic Investigator CHFI Certification Program.

Computer Security and Computer investigations are changing terms. More tools are
invented daily for conducting computer investigations, be it computer crime, digital foren-
sics, computer investigations, or even standard computer data recovery. The tools and tech-
niques covered in EC-Council’s CHFI program will prepare the student to conduct computer
investigations using ground-breaking digital forensics technologies.

Computer forensics is simply the application of computer investigation and analysis tech-
niques in the interests of determining potential legal evidence. Evidence might be sought in a
wide range of computer crime or misuse, including but not limited to theft of trade secrets,
theft of or destruction of intellectual property, and fraud. CHFI investigators can draw on
an array of methods for discovering data that resides in a computer system, or recover-
ing deleted, encrypted, or damaged file information known as computer data recovery.*
Table 1.12 provides an overview of the CHFI certification.

GCFA - GIAC CERTIFIED FORENSIC ANALYST

The GCFA certifies that candidates have the knowledge, skills, and ability to conduct formal
incident investigations and handle advanced incident handling scenarios, including internal
and external data breach intrusions, advanced persistent threats, anti-forensic techniques
used by attackers, and complex digital forensic cases. The GCFA certification focuses on core
skills required to collect and analyze data computer systems. Table 1.13 provides an overview
of the GCFA certification.

Table 1.12 CHFI Overview

Certification Computer Hacking Forensic Investigator (CHFI)

Prerequisites  EC-Council training recommended but not required.Without training you must have two
years information security work experience.

Exam One exam (150 questions, 4 hours, passing score 70%)
Cost The fee to take the CHFIl exam is $500.00, plus $100.00 application fee.
Website www.eccouncil.org/programs/computer-hacking-forensic-investigator-chfi/

Table 1.13 GCFA overview

Certification GIAC Certified Forensic Analyst

Prerequisites None. However, SANS course FOR508 is recommended.

Exam One exam (I |5 questions, 3 hours, passing score 71%)

Cost The fee to take the GCFA exam is $1,899.00 (without training)

Website www.giac.org/certification/certified-forensic-analyst-gcfa
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Areas Covered:

¢ Advanced Incident Response and Digital Forensics
¢ Memory Forensics, Timeline Analysis, and Anti-Forensics Detection
¢ Threat Hunting and APT Intrusion Incident Response*”

GCFE - GIAC CERTIFIED FORENSIC EXAMINER

The GIAC Certified Forensic Examiner (GCFE) certification validates a practitioner's knowl-

edge of computer forensic analysis, with an emphasis on core skills required to collect and

analyze data from Windows computer systems. GCFE certification holders have the knowl-

edge, skills, and ability to conduct typical incident investigations including e-Discovery, forensic

analysis and reporting, evidence acquisition, browser forensics, and tracing user and application

activities on Windows systems. An overview of the GCFE certification is provided in Table 1.14.
Areas Covered

e Windows Forensics and Data Triage

¢ Windows Registry Forensics, USB Devices, Shell Items, Key Word Searching, Email, and
Event Logs

e Web Browser Forensics (Firefox, IE, and Chrome) and Tools (Nirsoft, Woanware,
SQLite, ESEDatabaseView, and Hindsight)*®

CCE - CERTIFIED COMPUTER EXAMINER

The International Society of Forensic Computer Examiners (ISFCE) principal certification is
the Certified Computer Examiner (CCE)®.

The goal of the CCE competencies is to outline the necessary level of proficiency required
for a CCE test candidate.

The CCE testing process is designed to test an applicant’s proficiency in several areas perti-
nent to digital forensics. The applicant is required to complete an online test and forensically
examine three pieces of media, submitting a report after each examination.*’ See Table 1.15
for an overview of the CCE certification.

CERTIFICATIONS COMPARED: GCFEVS. CFCEVS. CCE

As cybercrimes grow in terms of number of attacks and cost to organizations and businesses,
it is obvious that concentrating not only on the prevention but also on the investigation of
cases is paramount.

Table I.14 GCFE overview

Certification GIAC Certified Forensic Examiner

Prerequisites None. However, SANS course FOR500 is recommended.

Exam One exam (I I5 questions, 3 hours, passing score 71%)

Cost The fee to take the GCFA exam is $1,899.00 (without training).

Website www.giac.org/certification/certified-forensic-examiner-gcfe
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Table .15 CCE overview

Certification ISFCE Certified Computer Examiner

Prerequisites ~ Complete training at a CCE Bootcamp Authorized Training Center or possess a minimum
of 18 months of verifiable professional experience conducting digital forensics
examinations.

Exam One exam, four parts (on-line written exam and practical exam, passing score 70%)
Cost The fee to take the GCFA exam is $485.00
Website www.isfce.com/certification.htm

Digital forensics, then, is playing a growing role and companies are more and more on
the lookout for knowledgeable professionals, including investigators and examiners. This
branch of forensic science encompasses the collection, preservation, analysis, and reporting
of evidence for many purposes, including legal proceedings. The investigator/examiner will
be involved in the recovery and scrutiny of material found in electronic systems or digital
devices to identify the cause of data breaches or leaks.

Considering computers as a crime scene, a digital forensic examiner will move just like
any other criminal investigator to understand the nature and extent of an incident. They will
use analysis techniques, reconstructing the events relating to an intrusion or extracting data
needed for a case.

Forensic examiners have the task of collecting data and information from electronic sys-
tems and are responsible for independently analyzing evidence from hardware or files located
on a computer. They are also responsible for the proper handling and examination of digital
evidence. Then they’ll produce written analysis of their findings and may be called to testify
in court as an expert witness.

The field is quickly evolving and examiners’ techniques are becoming more sophisti-
cated, which requires them to have specialized, up-to-date knowledge. An investigation
requires examiners to use computer forensic methods to determine the source, cause,
and scope of the incident as quickly as possible. So, in addition to them needing a solid
knowledge of IT hardware and software concepts, it is crucial for a professional to know
how to use the latest forensic tools to find data, anomalies, and malicious activity in
digital media.

IT professionals can prepare themselves to assist the cyber forensic professional, or to
potentially obtain a position as an examiner or cyber forensics investigator, by earning pro-
fessional computer forensics certifications such as the GIAC® Certified Forensic Examiner
(GCFE), IACIS’s CFCE, and ISFCE’s CCE. Any of these qualifications can be a great asset to
demonstrate a competency in this profession.*°

VENDOR-SPECIFIC CERTIFICATIONS

AccessData FTK Certification
AccessData Certified Examiner (ACE)

The ACE® credential demonstrates your proficiency with Forensic Toolkit® technology.
Although there are no prerequisites, ACE candidates will benefit from taking the FTK®
BootCamp and FTK® Intermediate courses as a foundation. See Table 1.16 for the ACE cer-
tification requirements.*!
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Table 1.16 AccessData Certified Examiner

Certification AccessData Certified Examiner (ACE)

Prerequisites None. Candidates will benefit from the FTK BootCamp and FTK Intermediate
courses as a foundation.

Exam One written exam. 88 questions, minimum passing score is 80%.

Cost The fee to take the ACE exam is $100.00.

Website https://training.accessdata.com/exam/accessdata-certified-examiner

ENCASE CERTIFIED EXAMINER (ENCE) CERTIFICATION PROGRAM

The EnCase™ Certified Examiner (EnCE) program certifies both public and private sector
professionals in the use of Opentext™ EnCase™ Forensic. EnCE certification acknowledges
that professionals have mastered computer investigation methodology as well as the use of
EnCase software during complex computer examinations.’? See Table 1.17 for the EnCase
certification overview.

BEST DIGITAL FORENSICS CERTIFICATIONS

There are an appreciable number of available, high-quality certification programs that focus
on digital investigations and forensics. However, there are also many certifications and pro-
grams in this area that are far less transparent and widely known.

There’s been a steady demand for digital forensics certifications for the past several years,
mainly owing to the following:

¢ Computer crime continues to escalate. As more cybercrimes are reported, more investi-
gations and qualified investigators are needed. This is good news for law enforcement
and private investigators who specialize in digital forensics.

e There’s high demand for qualified digital forensics professionals because nearly every
police department needs trained candidates with suitable credentials.

Table 1.17 EnCE Overview

Certification EnCase Certified Examiner (EnCE)

Prerequisites 64 hours of authorized computer forensic training (online or classroom) or 12 months’
work experience in computer forensics.

Exam Phase | —Written exam taken with ExamBuilder. 180 questions, 2-hour time limit, minimum
passing score is 80%.
Phase Il — Practical exam, 18 questions, minimum passing score is 85%
Cost The fee to take the EnCE exam with ExamBuilder is $200.00 or International $300.00.
Website www.opentext.com/products-and-solutions/services/training-and-learning-services/

encase-training/examiner-certification
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Table .18 Job board search results>3

SimplyHired Indeed LinkedIn Jobs LinkUp Total
Vendor Neutral
CFCE (IACIS) 63 82 117 46 308
CHFI (EC-Council) 106 140 253 68 567
GCFA (SANS GIAC) 422 489 857 294 2,062
GCFE (SANS GIAC) 203 226 433 143 1,005
Vendor Specific
ACE (AccessData) 25 29 31 12 97
EnCE (EnCase) 110 54 237 4 615

e IT professionals interested in working for the federal government (either as full-time
employees or private contractors) must meet certain minimum training standards in
information security. Digital forensics qualifies as part of the mix needed to meet them,
which further adds to the demand for certified digital forensics professionals.

As a result, there is a continuing rise of companies that offer digital forensics training and certifi-
cations. Alas, many of these are “private label” credentials that are not well recognized. Making
sense of all options and finding the right certification for you may be trickier than it seems.

To help choose the top five certifications for 2019, the Business News Daily looked at
several popular online job boards to determine the number of advertised positions that
require these certifications. While the actual results vary from day to day and by job board,
Table 1.18 will provide the reader with an idea of the number of digital forensic jobs with
specific certification requirements.

If you look around online, you will find numerous other forensics hardware and soft-
ware vendors that offer certifications. Prior to investing in a certification, you might want to
research the sponsoring organization’s history and the number of people who’ve earned its
credentials, and then determine whether the sponsor not only requires training but stands to
profit from its purchase.

You might also want to ask a practicing digital forensics professional if they’ve heard of
the certifications you found on your own and, if so, what that professional thinks of those
offerings.>*

THE ROLE OF AUDIT IN CYBER FORENSICS

In this section, we will explore the role of audit in cyber forensics. As defined in the first sec-
tion of this chapter, we will consider both the external audit and internal audit perspectives.

External audit’s role in cyber forensics

To begin this section, we have summarized comments from Ms. Kathleen M. Hamm, Board
Member of the Public Company Accounting Oversight Board (PCAOB). Her speech was given
on May 2, 2019 at the Baruch College 18th Annual Financial Reporting Conference. The
PCAOB oversees the audits of public companies and Securities and Exchange Commission
(SEC)-registered brokers and dealers in order to protect investors and further the public
interest in the preparation of informative, accurate, and independent audit reports. In other
words, they audit the auditors, specifically the public accounting firms.* In other words, they
audit the auditors, specifically the public accounting firms.
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The larger public accounting firms are known as the ‘Big 4’ — PricewaterhouseCoopers
(PwC), Ernst & Young (EY), Deloitte, and KPMG. While much of the work performed by
these accounting firms is focused on auditing financial statements, they also provide a wide
array of tax, advisory, assurance, forensics, and consulting services to their global client base.

In her speech, Ms. Hamm highlighted the promise and the threat of technology. Technology
is a key strategic imperative for today’s auditors. Emerging technology is also helping to
make auditors more efficient and effective through the use of data analytics, artificial intel-
ligence, and robotic process automation.

However, with this emerging technology also come real risks: program coding errors,
unauthorized access, and the growing interconnectivity of the ‘Internet of Things,’ just to
name a few. Data breaches are on the rise. With significant data breaches, organizations have
obligations to provide required disclosures to shareholders and the general public. In many
cases, cyber forensic experts are called in to identify the cause and extent of the breach.

The next area is cyber-enabled fraud. One prominent type of cyber-enabled fraud involves
criminals masquerading as company executives, sending emails to finance, and accounting
employees requesting a transfer of funds. ‘The FBI estimates that business email compromises
have cost companies more than $5 billion over the past five years.” Again, cyber forensic
experts assist with tracing the fraud trail, and determining the cause, which usually includes
a breakdown in a company’s internal controls.

So, what is the role of auditors as it relates to these and other threats facing our finan-
cial reporting system? Today, based on the current standards, an auditor of public company
financial statements plays an important, but limited, role with respect to cyber security. The
auditor focuses on the information technology that the public company uses to prepare its
financial statements. These methods and procedures are known as internal controls over
financial reporting (ICFR).

Can auditors do more? Hamm states that it should start with risk assessments performed
at the beginning of financial statement audits. When auditors perform their risk assessments
they should consider any cybersecurity risks that could have a material effect on a company’s
financial statements. As part of those risk assessments, auditors should understand the con-
trols in place and methods used by the company to prevent and detect cyber-incidents that
may have a material effect on the company’s financial reporting.

What is the auditor’s responsibility if a company experiences a cyber-incident? The audit
firm would obtain information on the breach from the company’s cyber forensic team (if they
have one), or they would bring in their own cyber forensic professionals, or both depending
on the significance of the incident. They would assess the nature and extent of the breach,
including what was stolen, altered, or destroyed. The auditors would then determine the
expected effect on the company’s operations and financial statement implications.

As Ms. Hamm states the financial effect could include:

Loss of revenue from disrupted operations

Costs associated with securing, reconfiguring, and replacing systems

Costs of conducting forensic inquiries

Costs of defending against enforcement investigations and civil actions
Payment of regulatory fines and monetary penalties to harmed private parties

Also, there is the negative reputational and possible stock prices impacts.5¢

The America Institute of Certified Public Accountants (AICPA) develops standards for
audit of private companies and other services provided by CPAs. These standards are
reflected in the AICPA’s Statement on Auditing Standards (SAS) No. 99, Consideration of
Fraud in a Financial Statement Audit, codified as AU Section 316. It is this standard that
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directs auditors, if a risk of material misstatement due to fraud is identified, to assign persons
with specialized skills, such as forensic specialists to the engagement.

Internal audit

Internal auditors are more accountable today, more than ever before, for detecting fraud.
Often fraudulent transactions are concealed in computer files and networks. So, it is neces-
sary for internal auditors to understand the forensic steps necessary to preserve data for
forensic examination.

Whether it be financial fraud, a data breach, or other cybercrime, there is a high prob-
ability that there will be electronic evidence. This evidence may reside on company-owned
devices, employee-owned devices (if BYOD — Bring Your Own Device is allowed), or on an
array of removable media. Digital evidence is extremely fragile, and unless properly handled
by those who first find the evidence, the data could be made inadmissible in a court of law.

If a computer is compromised, with malware or ransomware, that computer contains evi-
dence of the attack. A computer can also be a tool used to commit a crime, like financial
fraud. The auditor might be the first to discover such evidence through audit testing or use of
data analytics. It is essential that the auditor be familiar with the procedures to follow when
working with electronic records, as these records may eventually be needed as evidence. The
use of digital data extraction tools for data analytics, prior to using forensic tools can result
in a permanent loss of evidence.

Internal auditors and cyber forensic professionals have several skill sets in common. Both
involve critical thought, attention to detail, and comprehension of cause and effect. Essentially
both professions need to be able to ‘think like a criminal’ in order to catch the criminal. It
is likely that the cyber forensic professional will have a greater understanding of electronic
evidence than most internal auditors.

The internal auditor should have certain technical knowledge and skills to be able to prop-
erly work with digital files that may be evidence of a fraud or cybercrime. Before calling in a
computer forensic team, the internal auditor has the responsibility to secure digital evidence.
The related data needs to be preserved as quickly as possible without disrupting the business.

The technical skills needed for working with digital evidence collection are based on the
following seven requirements, each calling for a forensic skill set.

1. Familiarity with cyber forensic laws and regulations. The auditor should have a
basic familiarity with the various cyber forensics laws and regulations, including the
Computer Fraud and Abuse Act (CFAA) and other state and local regulations.

2. Understanding of different operating systems (MS-Windows, MAC OS, Linux, Android,
i0S, etc.). The auditor will have to perform a preliminary analysis of electronic data.
The auditor requires a basic knowledge of the various operating systems in order to
locate the proper files.

3. Quickly identifying relevant digital data. The auditor needs to know how to conduct a
read-only search that does not change the data and will not alert any fraud suspicions.
If a read-only search does not follow clear guidelines, it could preclude the data from
being used as evidence in a court of law.

4. Correctly preserving data. The auditor needs to know how to maintain the date and
timestamps in any file that is being reviewed for potential fraud. Date and timestamp data
display when files changes have been made and help determine who made the changes.

5. Properly protecting data. The auditor should be able to use hashes to determine if sensi-
tive files have been changed. Hashes easily determine whether the integrity of the file
has been compromised.
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6. Properly collecting data. When an initial analysis of data is conducted, the auditor
should use data collection methods, such as imaging software to locate and obtain elec-
tronic evidence by making a bit-stream image.

7. Ensuring the chain of custody. The process for managing electronic data should be part
of the audit plan. Carefully documenting the steps throughout the investigation will
help ensure the irrefutable accuracy of the evidence.

The technical skills needed to perform these activities are already partially embedded into the
auditing profession as information systems security auditors may already use software tools
in their audits. If necessary, the computer forensic expert will take the investigation onward,
but if an auditor is suspicious that fraud is present, the evidence must be securely collected
before the electronic data vanishes.

Auditors and cyber forensic professionals need to be certain that they are working together
to capture the digital fraudsters who themselves may only be present in a digital form when
they carry out the financial fraud. Any delay in collecting digital evidence means it is likely to
disappear. Any mistakes in collecting digital evidence means it is legally unusable.

It is recommended that specific training in digital investigative techniques be used to help
auditors understand how to successfully work with computer forensic specialists in collecting
digital information.’”

In the previous section, we covered the role of external and internal auditors in cyber foren-
sics. To wrap up this chapter, the final section will highlight several cyber forensics case studies.

CYBER FORENSICS CASE STUDIES

‘Crime Scene!” Does this word bring an image of blood splattered on the floor, bullet holes,
chalk outline, and an investigator mimicking Sherlock Homes in his overcoat and tweed hat?
But this is not exactly what we are addressing in this chapter. We are referring to a cyber-
crime where there is no blood spatter, no fingerprint, no bullet holes, and no misplacement of
things. Finding evidence in cybercrime is an entirely different story, one where the protago-
nist is a detective behind a screen.

With 95% of the Americans owning mobile phones today, the existence of data is stagger-
ing. But it is not just mobile phones that forms a part of investigation, but other devices like
laptop, desktop, tab, juke box, play station, smart watches, and everything under the IoT
family are responsible for exchange of data. The advancement of technology adds more to
the volume of data, and therefore, digital forensics should be expanded to adapt to meet the
needs of the users. The emergence of higher sophisticated devices has stressed on the impor-
tance of digital forensics too.

For the reader interested in a further discussion on IoT and the role of cyber forensics, see
Patrick Wilds examination of the topic in Chapter 3. For more on mobile forensics, Andrew
Hrenak provides the reader with an introduction to the subject in Chapter 8.

EMINENT CASES SOLVED WITH DIGITAL FORENSICS

Listed below are several high-profile criminal cases that were solved with the help of digital
forensics.”8

Larry Jo Thomas—2016
Larry Joe Thomas of Indianapolis was convicted of two counts of murder and a count
of attempted robbery in the death of Rita Llamas-Juarez on February 29, 2016, in
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a parking lot in the 3900 block of North Post Road, in Indianapolis. Indianapolis
Metropolitan Police Department (IMPD) detectives interviewed witnesses who had
accompanied Llamas-Juarez to meet the seller of an iPhone 6 posted on the app
OfferUp. Witnesses told police that Llamas-Juarez was sitting in the passenger seat of a
vehicle when three men in their early 20s approached. After talking for a few moments,
witnesses said, one of the men pulled an automatic rifle out of his jacket, pointed it at
Llamas-Juarez and fired once into his chest. Electronic and cellphone records were used
to help identify Thomas as a suspect in the murder. The IMPD digital forensics unit
provided data that linked Thomas to the OfferUp post through his Facebook account.’”
Mikayla Munn—2016
A Manchester University student, Mikayla Munn, gave birth to a baby in her dorm
room bathtub. She immediately drowned her new born in the bath tub but covered it up
stating that she was not aware of her pregnancy and labor pains were felt while taking a
bath, followed by the baby’s arrival. On verifying her digital assets, investigators found
that she had searched on Google for ‘at home abortions’ and ‘ways to cut the umbilical
cord of a baby’ Munn pleaded guilty to neglect and was imprisoned for nine years.¢°
Ross Comptown—2017

Ross Compton from Middletown, Ohio, was convicted on the grounds of aggravated
arson and insurance fraud of his Court Donegal house. The incident costed him $4
million in damage. When Ross submitted fake medical certificates describing his heart
illness, the data from his pacemaker served as evidence before the court of law. The data
collected from pacemaker included his heart rate, pacer demand, and heart rhythms
which helped prove arson and insurance fraud.®!

There are many cases of criminal and civil types where the gathered digital evidence has
helped uncover hidden scams.62

SUMMARY

This initial chapter provided some definitions of compliance and auditing and how to dif-
ferentiate between auditing and a cyber forensic investigation. We then introduced some of
the key events over the years for both cybersecurity and cyber forensics to provide some per-
spective on how much arena for cyber forensics has expanded. Existing and proposed laws
at both the federal and state level were presented, as it is important for the cyber forensic
professional needs to understand and operate within the context of these regulations.

To ensure a consistent and sustainable cyber forensics examination approach, we included
a policy and controls section for the cyber forensic process and highlighted some important
cyber forensic quality standards. We presented some of the key certifications that are avail-
able for cyber forensic professionals and the benefits that obtaining and maintaining a certi-
fication provides. We wrapped up the chapter describing the difference between internal and
external audit and their roles in cyber forensics, and a description of a few prominent legal
cases that were solved using cyber forensics.

Continuing on, in Chapter 2, Patrick Wilds presents both a timely and critical topic ‘ToT
and the Role of Cyber Forensics.’
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THE INTERNET OF THINGS (IOT) - BEGINNINGS

Describing the loT

Definitions

The Internet of Things (“IoT”) refers to the ability of everyday objects to connect to the
Internet and to send and receive data. It includes, for example, Internet-connected cam-
eras that allow you to post pictures online with a single click; home automation systems
that turn on your front porch light when you leave work; and bracelets that share with
your friends how far you have biked or run during the day.?

Over the past decade, there has been a surge in the development of new ‘smart’ devices
that can connect to the internet and be controlled using applications remotely. This net-
work of devices and other items embedded with sensors, electronics, software and con-
nectivity is called the Internet of Things (IoT).?

The IoT represents a technologically optimistic future, where the objects will be able to
utilize the Internet and make intelligent collaborations with each other anywhere and
anytime. In particular, the IoT combines a wide range of technologies, such as sensors,
actuators, Internet, cloud computing as well as many communication infrastructures.*

There have been numerous definitions offered by academia, government, and industry that
attempt to define the IoT. Many definitions include functionality examples to better clarify
how the systems operate and the interrelation between devices and entities within and out-
side the IoT. There are characteristics to many of the descriptions that appear common within
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the understanding of what the IoT is and how it functions. They are ‘smart,” can operate
independently and are becoming, or have become, ubiquitous. The next sections describe the
IoT in more detail by discussing the devices themselves, how they communicate and what
capabilities they have, or can have.

Purpose

The things, or devices, are designed to operate independent of the need for user input to start
a process or function. Using an array of sensors, the devices are designed by their manufac-
turers to perform specific functions autonomously and communicate data without interven-
tion. As a result, the growing number of objects and offered functionalities have created a
ubiquitous computing landscape. At the same time the independent operating capability and
small size of the devices often makes them unnoticed by humans.

Development

Though not the inventor of the IoT, Kevin Ashton is often credited with coining the term
Internet of Things during a presentation to Procter and Gamble in 1999.° Before being called
the IoT there were devices in operation that fit into the general definitions discussed above.

In the early 1980s several graduate students and an engineer at Carnegie Mellon University
set about the task of modifying a Coke machine with sensors that would monitor the stock and
temperature of soda. This information was transmitted to a server connected to the university
network as well as ARPANET. Before walking to the machine for a Coke, anyone with access to
the network could check to see if the machine had soda available, and if it was cold. Sometime
later another graduate student modified an M&M machine close by with a similar system.¢

A toaster is more widely believed to be the first IoT device. In 1989, Interop President Dan
Lynch challenged John Romkey to connect a toaster to the Internet. Working with Simon
Hackett, Romkey connected a Sunbeam toaster to the Internet and in 1990 presented it at
the Interop Internet networking show. There was only one control; turn the toaster on. The
toaster still had the shortcoming of needing a person to put the bread in, so in 1991 a small
robotic crane was added to the system that would pick the bread up and place it in the toaster.”

CHARACTERISTICS OF IOT DEVICES

Typically, when people think of computers they think of PCs, laptops, servers and mobile
devices such as smart phones and tablets. These generally have moderate to high capacity
processing ability and storage. They are able to perform a multitude of functions represented
by the wide variety of applications available to the user. In the case of computers, user input
is generally needed to begin the performance or execution of a task. Though mobile devices
also require user initiation of many functions, they have autonomous capabilities giving them
characteristics found in IoT devices.

IoT devices change this paradigm by offering an ever-growing list of functions that can be
performed outside the need of user intervention to start, or continue, an operation. What is
built into these devices to allow such functionality is discussed below.

Sensors

The purpose of an IoT device is to produce data from input created by actions or conditions
that activate the sensor(s) embedded in the device. An example would be a potentiometer
used to detect position. An IoT device with a potentiometer could be placed on a door to
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report when it is opened. The sensor facilitates the connection of the IoT device to the world
around it as the sensor reacts to its surroundings based on preset conditions or activities.

The resulting data is then collected and communicated. In some cases, the reported data
can result in the execution of an actuator to perform another function.® Opening the door
could activate an alarm state, triggering other devices to automatically lock other doors
within a structure. Table 2.1 provides examples of sensor capabilities and types.

Table 2.1 Types of sensors’

Sensor types

Sensor description

Examples

Position

Occupancy and
motion

Velocity and
acceleration

Force

Pressure

Flow

Acoustic

Humidity

Light

Radiation

Temperature

A position sensor measures the position of an object;
the position measurement can be either in absolute
terms (absolute position sensor) or in relative terms
(displacement sensor). Position sensors can be linear,
angular, or multi-axis.

Occupancy sensors detect the presence of people and
animals in a surveillance area, while motion sensors

detect movement of people and objects. The difference

between the two is that occupancy sensors will
generate a signal even when a person is stationary,
while a motion sensor will not.

Velocity (speed of motion) sensors may be linear or
angular, indicating how fast an object moves along a

straight line or how fast it rotates. Acceleration sensors

measure changes in velocity.

Force sensors detect whether a physical force is applied
and whether the magnitude of force is beyond a
threshold.

Pressure sensors are related to force sensors and
measure the force applied by liquids or gases. Pressure
is measured in terms of force per unit area.

Flow sensors detect the rate of fluid flow.They measure
the volume (mass flow) or rate (flow velocity) of fluid
that has passed through a system in a given period of
time.

Acoustic sensors measure sound levels and convert that
information into digital or analog data signals.

Humidity sensors detect humidity (amount of water
vapor) in the air or a mass. Humidity levels can be
measured in various ways: absolute humidity, relative
humidity, mass ratio, and so on.

Light sensors detect the presence of light (visible or
invisible).

Radiation sensors detect radiations in the environment.
Radiation can be sensed by scintillating or ionization
detection.

Temperature sensors measure the amount of heat or
cold that is present in a system.They can be broadly
of two types: contact and non-contact. Contact
temperature sensors need to be in physical contact
with the object being sensed. Non-contact sensors
do not need physical contact, as they measure
temperature through convection and radiation.

Potentiometer, inclinometer,
proximity sensor

Electric eye, RADAR

Accelerometer, gyroscope

Force gauge, viscometer,
tactile sensor (touch
sensor)

Barometer, bourdon gauge,
piezometer

Anemometer, mass flow
sensor, water meter

Microphone, geophone,
hydrophone

Hygrometer, humistor, soil
moisture sensor

Infrared sensor,
photodetector, flame
detector

Geiger—Miiller counter,
scintillator, neutron
detector

Thermometer, calorimeter,

temperature gauge

(Continued)
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Table 2.1 (Continued) Types of sensors

Sensor types Sensor description Examples
Chemical Chemical sensors measure the concentration of Breathalyzer, olfactometer,
chemicals in a system.When subjected to a mix of smoke detector

chemicals, chemical sensors are typically selective for a
target type of chemical (e.g.,a CO2 sensor senses only
carbon dioxide).

Biosensors Biosensors detect various biological elements such Blood glucose biosensor,
as organisms, tissues, cells, enzymes, antibodies, and pulse oximetry,
nucleic acids. electrocardiograph

It is possible for one device to contain more than one sensor, allowing for the customiza-
tion of services offered to the consumer. For example, smart home devices could be equipped
with a position sensor, humidity sensor, and acoustic sensor. During the process of setting up
the service, the homeowner can choose to place the device on the front door to sense when
it is opened, in the basement to detect high levels of moisture, or near to a smoke detector to
detect when it is sounding.

Information generated as a result of sensor activation would be transmitted to a device
controller that would then pass the data to a wireless access point in the home and on to the
homeowners’ smart phone. In this example, the homeowner would be notified in near real
time of events occurring at home regardless of his or her location.

There are some limitations that prevent IoT devices from offering a level of functionality
often found in personal computers, laptops, servers, and even smart phones.

Memory and processing

ToT devices, which also perform calculations, are characterized as having low memory capac-
ity and processing power.!? The small size and intended functionality of many devices are fac-
tors physically restricting the size of the components that can be included in the design. Think
of an activity tracker worn on a wrist. This IoT device is smaller than the CPU and attendant
cooling fan found in a typical desktop computer. The CPU in the activity tracker needs to be
much smaller to exist in the same chassis as a circuit board, communication module, power
supply, etc. As a result, it does not have the processing capability of the desktop CPU.

This holds true for memory as well. Devices have a very small storage capacity, if any at
all. Many devices have no storage and will immediately send data to the Fog or Cloud when
generated. Memory in the form of Read Only Memory (ROM) and Random Access Memory
(RAM) are limited due to the factors mentioned above and this has an effect on the operating
system utilized in the device.!

Power capacity

Lower power capacity also contributes to the description of IoT devices as resource con-
strained.'? Though some devices can be wired to power sources, many are designed to rely on
internal power for function. The activity tracker is just one example of a device that cannot
be connected to an external power source during use.

Some devices are designed to run for years on battery power before it needs to be replaced
or the device discarded. Others are designed to harvest energy from the environment. Some
examples include the collection and conversion of solar energy, or the conversion of move-
ment into energy.
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Operating systems

As devices have become more complex, the need for operating systems led to the develop-
ment of many options for use in the IoT. However, as device resources are still limited, the
deployment of Real-Time Operating Systems (RTOS) is usually required. RTOS are able to
function in real time, processing data and application commands with little or no delay.!
Such functionality allows the resource-constrained devices to operate with little or no data
storage capacity. It also provides the ability to report sensor-generated data in real time as
required by the design of numerous devices.

There are several factors taken into consideration when manufacturers and developers
choose which operating system to use.

¢ Scalability — the operating system needs to work with a variety of processors as there
are often more than one in a device. Additionally, the processors may be a mix of 8, 16,
and/or 32bit.

e Modularity — the operating system as a module providing minimal necessary service
will allow the use of other modules specific to the intended functionality of the device.
Modularity also requires less memory.

¢ Connectivity — the operating system should support a variety of wired and wireless
protocols and standards.

Other factors include:

e Footprint — a small operating system should have a minimal requirement for resources
from the device

e Portability — the operating system should have the ability to work on multiple hardware
platforms

e Security — security can be added to the operating system

¢ Reliability — the operating system should be able to run for extended periods of time
without human intervention to correct errors.'

Table 2.2 provides examples of operating systems, includes memory requirements and whether
it is an RTOS. This table is illustrative of the wide variety of operating systems available.

Hardware

Hardware architecture is also extremely varied. There are a large number of companies that
produce, or have produced for them, IoT devices to fit business functions or sell to other mar-
kets. Smart homes, personally worn IoT devices, business-oriented devices, and health care
solutions are a few examples of sectors and customers impacted by the growing [oT ecosystem.

Many of the device designs are proprietary and contribute to the heterogeneous nature of
the ToT. This heterogeneity is reflected in a number of different data extraction methods that
complicate cyber forensic procedures and efforts to obtain that data.!”

Communications

There are a wide variety of communication protocols that exist to enable device connectiv-
ity. Which to use is often determined by the intended function of the device. Short-range
connectivity may be desirable for smart home devices, or even devices worn on the body.
Long-range connectivity would be more useful for soil sensors spread over a large geographic
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Table 2.2 loT operating systems'é

OS name Min. RAM Min. ROM Real Time
Contiki 10 KB 30 KB Partial
TinyOS I KB 4 KB No
RIOT 1.5 KB 5 KB Yes
Mantis 14 KB 50 KB Partial
FreeRTOS I KB 10 KB Yes
Nano-RK 2 KB 18 KB Yes
LiteOS 4 KB 128 KB Yes
Apache Mynewt 16 KB 128 KB Yes
Zephyr OS 8 KB 128 KB Yes
Ubuntu Core Snappy 128 MB 350 MB No
Android Things 512 MB 4 GB No
Windows 10 loT 256 MB 200 MB Partial
WindRiver VxWorks | MB 128 KB Yes
Micrium pC/OS | KB 6 KB Yes
MicroE] OS 32 KB 128 KB Yes
Express Logic ThreadX I KB 2 KB Yes
Nucleus RTOS 2 KB 12 KB Yes

area. Protocols that can operate on low power are more useful for devices that run on bat-
tery power while devices connected to a power source could enjoy greater data transmission
speed from communication protocols that require high power.

This section, while not exhaustive, provides examples of several communication protocols

used in the IoT.

6LoWPAN operates on the IEEE 802.15.4 standard which allows communication on
the Internet using IPv6 addressing. Devices utilizing the protocol can be connected
directly to the Internet without the need for intermediate gateways for IP addressing.
The standard was created for low power consumption enabling operation on battery
powered devices. This is a short-range protocol.

Zigbee is another protocol based on the IEEE 802.15.4 standard. It has a short transmis-
sion range and low power consumption, meaning it can run on battery powered devices.
Bluetooth Low Energy (BLE) based on Bluetooth was designed to provide short-range
data transfer with low power consumption. It can communicate with existing technol-
ogy that already provides Bluetooth support.

Z-Wave was designed for low power consumption in smart home and small business
applications. The design also included small data packets and low speed transmission.
Z-Wave utilizes controlling devices and slave nodes. Controlling devices send com-
mands to the nodes while the nodes can only reply and execute the commands. Nodes
cannot initiate communication.

RFID (Radio Frequency Identification) uses two devices. The first is the radio frequency
(RF) tag and the second is a reader device, or just reader. Data programmed into the
tag is static. Two approaches to tag-reader interaction are active reader tag system, in
which the tag contains a battery for power, and passive reader tag system, where there
is no tag power source. There is also an active reader active tag system in which both
items have a power supply. When the reader and tag are within proximity, data can be
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relayed between them according to the system in use. RFID is used for identification
and does not host significant two-way communication.

¢ NFC (Near-field communication) is designed for short-range communication where
devices are touched together, or brought into very close range to initiate data transfer.
Unlike the RFID system, the data in an NFC tag can be rewritten. NFC can operate in
card emulation mode, which is passive, reader/writer mode, which is active, and peer-
to-peer mode.'8

¢ EnOcean was primarily designed for automation but can be used in the IoT. It is
designed to provide wireless connection by converting energy from the environment to
energy used for communication. It is primarily used in HVAC IoT applications."

e Thread is a protocol created by Nest. It started as a closed source product, but that
changed with the implementation of OpenThread. It is built on IEEE 802.15.4,
6LoWPAN and IPvé6.

e Wi-Fi is more familiar to the reader as the means by which we connect our computers
to the Internet through a wireless router. The power requirements for Wi-Fi are greater
and require larger batteries, or a wired connection to avoid power storage require-
ments. Additionally, Wi-Fi needs to stay connected to its access point, such as the wire-
less router. If connection is lost, Wi-Fi will need to reconnect, which can take time and
consume power. Embedded Wi-Fi is a solution designed to run on low power, but at the
cost of throughput.2°

The protocols mentioned thus far offer transmission distances ranging from touch and cen-
timeters to meters and tens of meters. However, some IoT applications require much longer
ranges to achieve intended functionality. The following communication protocols are exam-
ples of solutions for long-range data transmission.

¢ SigFox is designed to transmit data using ultra narrow ban technology up to 50 kilo-
meters with low power consumption. This protocol exists within a category of wireless
communications called low-power wide-area network, or LPWAN.

¢ Cellular, like Wi-Fi, is another familiar solution for IoT networks. It is able to provide
high speed connection and data transmission, but at the cost of higher power usage.?!

Intelligence

What makes a thing intelligent? What makes a smart home smart? New technology is cre-
ated to fill a perceived need or desire, such as monitoring health statistics with an activity
tracker. Old technology can be given smart characteristics, such as with the Coke machine
and toaster examples.

Intelligence, or smartness, should not be confused with automation. Automation has been
around for some time. A dish washer is automated, as is a vacuum cleaner, but neither of
these things communicates with other items in a home or business to report sensor data,
coordinate services, or anticipate the needs of occupants. Automation is not connected to a
larger context of interrelated sensors that can work together to detect and react to the sur-
rounding environment. Intelligence is, and can adapt and possibly predict future needs based
on current state and previously gathered information.??

Characteristics of intelligence cannot be defined in one chapter, or one book. However, intel-
ligence as it relates to ubiquitous computing and smart design can better delineate automated
from intelligent. There are some characteristics to consider when measuring the difference.

Devices taken as a whole, working together as a system, can extrapolate meaning from sen-
sor data produced within the area of coverage. My smart home may know that I am in my
garage based on sensors detecting sound and vibration in that part of the house.
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The system can assume an existing state based on multiple data points. If there is more
than one person in my garage the system might assume that we are preparing to leave the
home. However, if I am the only person detected in the garage, the system may assume I plan
on working there.

The system may try to predict what I am doing based on its understanding of the context.
If other people enter the garage the system may assume that I will want the garage door to
open for us to leave.

The system may, preemptively, open the garage door based on its prediction that a group
of people in a garage wish to leave.??

The application of this kind of intelligence could also be found in business settings in
which an IoT system within a building is monitoring, tracking, extrapolating data, and tak-
ing actions based on the numbers, locations, and actions of employees within the building.
For example, in automated systems the building may be set to control lighting and HVAC
on a timer that could include a seven-day week schedule to account for reduced usage on
the weekend. In a ‘smart’ building, control of lighting and HVAC may be based on perceived
activity.

During a week day there are more employees entering the building as the morning pro-
ceeds. The system may assume that it is a work day and adjust the lighting and HVAC
accordingly. In the evening the building may, at some threshold of occupancy, assume the
work day is concluding and again adjust the lighting and HVAC accordingly.

In an automated system, should the building not be occupied during a work day for any
reason, the system will still adjust lighting and environmental controls according to schedule.
The smart building will not, saving the cost of additional energy consumption.

However, as the activity of the system moves from processing data to prediction to action,
errors can occur.2* Extrapolating the intent of a number of people in a garage could result in
the incorrect action of opening the garage door on an extremely cold evening, when the true
intent was moving a heavy appliance from the garage to the interior of the home.

The descriptions, design options and functionality of IoT devices leans on the ability of
systems to interpret data received from sensors embedded within the devices. Actions are
then taken based on those interpretations. This ability requires storage and processing power
to make the IoT work.

Distributed data storage and processing

The data generated by devices usually has to be transferred to another location to be pro-
cessed as the devices themselves have limited ability. Once processed, the data is used to
make decisions or take actions based on the intended function of the system within which the
devices operate. Cloud computing, and fog/edge computing have become the means by which
this part of the IoT ecosystem executes its intended purpose.

The amount of data to be transferred, stored, processed and presented has grown substan-
tially over time. Cisco, in 2011, calculated that the number of Internet-connected devices
surpassed the population of the planet.”> The volume of data has continued to grow expo-
nentially as billions of additional objects and devices have been connected to the Internet
since that time.

Cloud computing
The National Institute of Standards and Technology offers the following definition.

Cloud computing is a model for enabling ubiquitous, convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., networks, servers,
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storage, applications, and services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction.?

This paradigm, of providing cloud computing to IoT devices, aids in the creation of a ubig-
uitous computing environment that operates unnoticed by humans. The cloud receives the
data, analyzes and interprets it and provides web-based results to users. The advantage of the
cloud is scalability and reliability, to meet the needs of the devices that are constantly generat-
ing and communicating data.?’

However, as with the devices themselves, several potential weaknesses have been identi-
fied that may impact the device-cloud interrelationship adversely. A lack of standardization
of cloud computer services creates interoperability problems when working with multiple
providers, or transferring to new providers.?® Additionally, the growing volume of data trans-
ferred to data centers that make up the cloud consumes energy and can result in data recep-
tion and processing latency.?’

As seen earlier, devices may use any number of different protocols to communicate data,
but data centers don’t communicate using many of these protocols resulting in the need for
data translation somewhere between the device and cloud.

These problems, left unaddressed, would frustrate efforts to grow the technology.

Fog/edge computing

Moving data processing closer to the edge, where the devices operate and generate data, has
several potential benefits. Processing at the edge, or edge computing, can reduce the amount
of data sent to the cloud, increase the speed of data processing, save energy, and generally
reduce the load on the network.

Contending that the cloud was not designed to handle the volume, variety, and velocity of
IoT-generated data, Cisco in 2015 defined fog computing as moving the cloud closer to the
devices that produce and act on data. Of the benefits outlined in the white paper, latency min-
imization was listed as the first. In a manufacturing setting, a delay in information analysis
as a result of communication translation, transfer to the cloud, analysis and return commu-
nication could result in a delay or system failure effecting output. The fog is designed to use
nodes closer to the edge to process time sensitive data and return results within seconds or
even milliseconds. Other benefits outlined included network bandwidth conservation, data
security and reliability.3°

Fog computing has been described as an architecture of edge computing wherein edge
devices are used to process, store data and communicate locally.3! The devices could then
determine what data to send to the cloud. This, again, would reduce network traffic and
speed up data processing needed for time sensitive tasks and decision-making.

THE PROBLEM OF HETEROGENEITY

Older technology such as computers, and now to a degree, mobile phones enjoy a level of
homogeneity not as common in the IoT ecosystem. There are a few vendors that develop oper-
ating systems for personal computers such as Microsoft, Apple and the creators of the various
flavors of Linux. The same is true for mobile devices with operating systems developed by
Apple, Android, Research in Motion and Microsoft. Even in this case, we see the Apple iOS
and Android assuming ever larger control of the operating system market for these devices.
The same is true of hardware. Though there are different chip, motherboard, graphics card
and hard drive manufacturers, these products are built to a standard that allows some level
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of interchangeability and common support for operating systems and communication proto-
cols. Hobbyists’ can purchase all the parts needed to build a computer with some attention
paid to compatibility requirements and end up with a system that works as well and with the
same capabilities, operating system, and interoperability as a complete computer purchased
off the shelf, or off the Internet.

The same is not true for the IoT. The myriad of devices features a diversity of hardware
architecture and can use a wide variety of operating systems, or even have proprietary hard-
ware and software.’2 They can utilize a number of different communication protocols, or
again, utilize proprietary protocols.

This is a complicating issue for security design that research is attempting to address.?? The
ramifications for security and forensics will be address more fully later in this chapter.

CURRENT STATUS AND FUTURE TRENDS

While it is important for business, industry, academia, government and even private con-
sumers to understand how the IoT may reap benefits for society, it is also important for
these same entities to understand possible issues concerning data confidentiality, integrity and
availability. The CIA of information security is no less important, or impacted, by the pres-
ence of an ecosystem that constantly collects and communicates data outside of the aware-
ness of people than it is within the context of multiple computers in a network that we are
accustomed to analyzing and protecting from intrusion. Conversely, outside of awareness,
criminal enterprise may find it easier to harvest data, including personally identifiable infor-
mation, corrupt it, prevent transmission, or control the devices themselves.

Familiarity with some current trends and statistics may help individuals within the various
enterprises and institutions come to a better global understanding of potential impacts of the
IoT. From this beginning the section will move to the sectors that researchers have described
as utilizing IoT capabilities.

Statistics

The IoT market is projected to grow to 75.4 billion devices by 2025, from 15.4 billion in
2015.3

By 2021, 1 million new IoT devices will be purchased every hour.3

Those are impressive numbers given the nascent nature of the technology not so many
years ago. Now by focusing in on two sectors that are seeing an expansion in the deployment
of ToT devices, we gain a better understanding of the impact they can have on our lives.

In 2020, 75% of new cars will be able to connect to the Internet.3¢

The body sensor market, driven primarily by healthcare and sports, includes devices like
heart monitors and activity trackers. Shipments of these devices are projected to increase
from 2.4 million units in 2016 to 92.1 million in 2022.%7

Overall, the amount of money invested into the ecosystem continues to grow, as would be
expected from the statistics offered above.

Globally, the IoT market is projected to grow from about 170 billion USD in 2017 to 561
billion USD in 2022.38

As with any technology, there are attendant problems that can negatively impact the adop-
tion and use of the IoT. The introduction and expanding use of person computers drove new
opportunities for criminal conduct utilizing the technology against the users. While activities
such as theft and fraud had long been classified as crimes, the introduction of personal com-
puters provided a new avenue to commit those crimes. New criminal activity has also come
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with the growth of such technology, including cyber stalking and denial of service attacks.
The IoT potentially offers the same criminal opportunities through the use and exploitation
of the devices, communication networks and data storage and processing capabilities at the
cloud and fog/edge.

When surveyed, 90% of responding developers did not believe that IoT devices in use had
proper security in place, while 85% said they had felt pressure to rush devices to market
despite security concerns.>’

Finally, 70% of IoT devices were found to be vulnerable to attack with each device averag-
ing 25 vulnerabilities.*°

Trends

IoT devices can be tools used to commit crime, recorders of crime, or the target of crime.
As a tool used to commit a crime, malware can compromise a device for use in a botnet for
DDoS, or other attacks. They can also become a gateway to internal protected data in those
areas where IoT devices have not been included in an overall information security strategy.
While these attacks are not new to computers, [oT devices offer an expanded attack surface
that must be addressed.

NEW TARGETS AND TOOLS OF CRIME

The Mirai botnet is one of the more well known, but not only, examples of the compromise
of ToT devices for use in a botnet to launch DDoS attacks. In a way, this makes the devices
both the target and tool of a crime. Discovered in August 2016, Mirai propagates by first
infiltrating routers, DVR’s and webcams. It then uses a dictionary of potential username and
password pairs to gain administrative access to other IoT devices.

While they don’t have the processing power of regular computers, there is a far greater
quantity of IoT devices that can be compromised and used. The fact that they are always on
and connected, combined with poor security, make them easy targets for subversion into a
botnet.*!

A Mirai 1.1Tbps DDoS attack using 148000 IoT devices broke records. The botnet grew
from 213000 to 483000 devices within two weeks.*? This example clearly shows that while
individually weak in comparison to computers and servers, the sheer number of IoT devices
has the ability to overwhelm resources to an extent not realized with their larger more pow-
erful predecessors.

Devices used in botnets raise the issue of how devices are compromised to begin with. As
with any other computer, mobile device, server or router, researchers are discovering a multi-
tude of ways that an IoT device can be attacked.

The Mirai example of using a dictionary attack on default or weak passwords to gain con-
trol of the device brings up the relevance of changing passwords to stronger ones with greater
complexity. So, in this one example we see a common, well known problem and solution that
is no different from any other aspect of technology in use by us. How often do you change
your passwords from the default? How complex to you make your passwords? How many
different accounts do you have that use the same password?

If you are using the same password for your home computer user account, bank, email,
auto loan and work, you have created a single key enabling multiple attacks. If you use
slight variations on the same password for each account, you are not anticipating the abil-
ity of cryptographic tools to permutate and concatenate a dictionary to possibly find those
variations.
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The attack surface grows with every IoT device introduced to the ecosystem. There are
several points of entry to be concerned with including the devices themselves, the network
they communicate through, fog computing services in those systems that use them, and the
cloud.

There is, as of yet, no commonly accepted model of the IoT. Several have been proposed by
academia, government and industry that attempt to clarify the various levels of the overall
infrastructure, with none having gained universal acceptance. There are, however, common-
alities within them that can help build a general understanding of the separate parts that
work to form the whole ecosystem.

THREATS AT THE EDGE/PERCEPTION/SENSING LAYER

At this layer exist the devices themselves. The sensor data created at this layer is the primary
driver of IoT utility and is susceptible to a number of threats. Broadly, they can be classified
as environmental threats and human threats.®

Environmental threats are described as those to the hardware from humidity, temperature,
water damage, and infestation of insects or small animals. Natural disasters such as floods,
tornadoes, and earthquakes are also included at this threat level. Often, protection is built
into the devices to mitigate the impact of many environmental threats.

Human threats are a larger concern though. Device destruction is the most basic of the
threats from this source. Beyond that, insecure interfaces can allow a device to be compro-
mised by a malicious device on the network as can insecure initialization after reboot, during
which time an actor can gain control of a device. Once access has been gained, devices can
be subjected to jamming attacks, spoofing, and deprivation attacks. Deprivation takes advan-
tage of devices that run on battery power. This attack causes a device to stay awake, causing
power to drain from its battery faster than normal.*

Other attacks at this level can include node replication attacks, which allow an actor to
add new, malicious, nodes to the system of existing ones, allowing access to traffic within
the system, and malicious code attacks. Malicious code attacks occur before or during device
fabrication. Code placed in devices during this process can be keyed to activate for a particu-
lar trigger.*s

THREATS AT THE NETWORK/COMMUNICATION LAYER

Data transmission between the other layers occurs here. As to be expected with any network
layer in any model where technology communicates, there are a large number of threats aris-
ing from a large number of weaknesses that need to be addressed through security planning
and best practice. As demonstrated by the powerful DDoS attacks utilizing IoT devices, net-
work security in this ecosystem is vital to the proper functioning of the IoT and protection of
the devices, cloud and fog that make it work.

DoS attacks that concentrate on denial of service consist of jamming attacks used to reduce
the performance of the system or completely prevent communications. Replay attacks occur
as a result of the replication of captured packets exchanged between devices. These duplicate
packets can then be sent again by malicious devices. Eavesdropping, or man-in-the-middle
attacks, allows actors to access data passing between nodes, which if unencrypted has the
potential to expose confidential information outside of the knowledge of system administra-
tors and users. This attack could also enable additional attack types when the information is
analyzed for configuration, identification information, passwords, etc.*
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Other potential attacks familiar to security specialists and IT professionals within this
layer include insecure nearest node discovery, buffer overflow, routing attacks, sybil, ses-
sion hijacking, selective forwarding attacks, sinkhole and wormhole attacks, HELLO flood
attacks, and traffic analysis attacks.” 48 4°

This potential for network breaches is, again, complicated by the fact that the IoT is
designed to operate in the background, outside of human awareness. In addition, failure to
account for potential breaches within this part of the network could propagate attacks to the
more traditional networks that organizations are familiar with and accustomed to protecting.

THREATS AT THE CLOUD/FOG LAYER

Cloud and Fog are treated as separate in some models while combined in others. Some
research focuses on the applications that run on these services. Generally speaking though,
the threats can be summarized with respect to each without fear of minimizing or neglecting
one or the other. Generally speaking, and as will be seen shortly, there are a larger potential
number of threats to the cloud then have thus far been identified.

Threats identified at this level include some that are very difficult to identify and mitigate.
Malicious insider attacks can be among the most destructive and difficult to avoid. Along
with these threats are users, or insiders, that mean no harm but are still successfully phished
in email, releasing malware on the systems running the cloud service. Closely related, or pos-
sibly as a result of these activities, unauthorized access is another threat in which someone
has illegally acquired a legitimate account to gain access to data.*®

The cloud, or cloud computing, presents additional complications to the ones already men-
tioned. Cloud infrastructure utilizes virtualization, or virtual machines, to accomplish the
goal of providing a seamless and scalable solution for data storage and processing. Resource
provisioning can be accomplished within the environment to meet the growing demand for
resources to serve a customer’s [oT network. Additionally, through the virtual environment,
many users share the same physical equipment, but are logically separate from one another.

Attacks have been developed for use against virtual machines and the hypervisors that
create and run the virtual environments on physical hardware. There are several examples
starting with attacks using virtual machines.

VM poaching is a DoS attack using a malicious virtual machine to consume more
resources than allocated, starving other virtual machines within a hypervisor. VM sprawl is
accomplished when unused virtual machines continue to use system resources. Computing
resources cannot be reused during this attack. VM migration, while not intended as an attack
as it allows a virtual machine to move from one host to another, becomes an attack when a
malicious actor intercepts the VM and alters it during migration. In addition to the poten-
tial loss of data, if the virtual machine is infected with malware, it can spread to other host
machines and virtual machines.

The attacks against the hypervisor represent a danger to multiple virtual machines as can
be seen in the following examples. VM rollback uses a malicious hypervisor to revert to
an older version of a virtual machine. This allows the attacker to delete data and history.
Returning to an older version will also undo patches, making the virtual machine vulnerable.
Hyperjacking takes control of the hypervisor to gain access to the virtual environment. Doing
this allows attackers access to all the virtual machines running in the hypervisor. This effects
the logical separation between virtual machines, as well as the host machine.

In addition to attacks on virtual machines and hypervisors, malicious actors can attack the
hardware itself. Complex side-channel attacks attempt to gain information about the physi-
cal implementation of hardware in order to locate weaknesses for exploitation.’?



loT and the Role of Cyber Forensics 49

Research geared toward applications in the IoT have identified several weaknesses that can
lead to exploitation. Insecure interfaces, in which web interfaces to the IoT ecosystem are
targeted for vulnerabilities represent potentially exploitable weaknesses. Other weaknesses
include insecure software and operating system misconfigurations. Middle-ware provides
communication between different kinds of devices and interfaces since there are a multitude
of protocols. Lack of middle-ware security could provide access at this level and represent
another weakness.

RECORDERS OF CRIME

As the recorder of crime, a device could contain, or communicate, data that helps to solve a
crime. Recognizing the potential value of data recorded by devices, investigators and examin-
ers have increasingly turned toward them as a source of investigative information.

On September 19, 2016, a Middleton Ohio man stated he awoke to a fire in his home. He
said that he packed some property in a suitcase and bags, broke out his bedroom window
with a cane, and threw the property out of the window before climbing out himself and car-
rying the property to his car.

The police, who said that his statements were inconsistent with evidence located at the
scene, had found gasoline on the man’s clothing and indications that the fire started in mul-
tiple places. At some point that man had also told police that he had a pacemaker.

Investigators obtained a search warrant to obtain data from the pacemaker which recorded
heart rate, cardiac rhythms, and pacer maker demand. Data requested was for the time
before, during, and after the fire. Upon reviewing the data, a cardiologist determined that
it was unlikely the suspect actually performed the actions he claimed based on his medical
conditions.’3

The story continues, revealing the potential legal gray areas that investigators and examin-
ers find themselves exploring. Attorneys for the suspect argued that presenting the pacemaker
evidence at trial would be a violation of his physician-patient privilege as well as a violation
of his constitutional rights. As of this writing the 12th District Court of Appeals was sched-
uled to hear oral arguments concerning the admissibility of the pacemaker data.>*

In December of 20135, police arrived to a homicide at an Ellington Connecticut home. The
husband described a violent encounter with a masked assailant that had tied him to a chair
and assaulted him with a knife. The attacker then shot his wife in the basement.

Among digital evidence collected from the scene, including door movements and alarm set-
tings, was the murder victim’s fitness tracker record that she had walked 1,217 feet around
the house during the time of the alleged attack. This was well beyond the 125 feet she should
have traveled from the garage to the basement according to her husband’s statement. He was
subsequently charged with murder.>

In another homicide case a fitness tracker provided exculpatory evidence. On May 21,
2016, in Wisconsin, a woman’s body was found three miles from her home. The night the
victim was murdered, she and her boyfriend, with whom she had a child in common, had
been out with friends drinking. As the evening wore on, they ended up at different locations.
Eventually, the boyfriend went home to bed. The next day, when she had not arrived home, he
called friends and family to begin searching for her. He also reported her as a missing person.

After her body was found, the boyfriend was questioned, arrested, but eventually released
without charges. Another suspect was identified, arrested, and charged with the murder.
Defense attorneys for the suspect offered the theory that after finding his girlfriend and the
suspect together in consensual sex, he murdered her, forcing the suspect to help move her
body afterward.
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Data from the boyfriend’s fitness tracker indicated that he was asleep at the time of the
incident and had not walked the three miles between his home and the location of her
body. The defense tried, without success, to have the evidence from the fitness tracker sup-
pressed stating that the data was unreliable. The suspect would eventually be convicted of
murder.’¢ 57

These are a few older examples of the growing recognition of evidence gathered from
IoT devices that has encouraged research into, and development of, forensic techniques
for obtaining that evidence. However, unlike well-developed tools and techniques used on
computers, external storage and mobile devices such as cell phones, IoT devices represent a
new and complex challenge for researchers, examiners and investigators, as will be explored
shortly.

It is also important to recognize that IoT devices, as well as networks, cloud, and fog/edge
may play more than one role as alluded to above. They can be any combination of tool, target
and repository of information.

FOCUS FOR EXECUTIVES, DIRECTORS,AND MANAGERS

Business, government and academic leaders are now presented with a new technology to fold
into long-range planning, development, deployment and monitoring. Additionally, security
may be more challenging than simply applying standard models or practices to the new
technology. A clear understanding of the IoT may assist in the deployment of proper security
practices.

It is important to understand several key pieces of information detailed to this point. A
substantial number of heterogeneous IoT devices are created and deployed on a daily basis.
Security is not always built into the devices. There are no common operating systems or com-
munication protocols used by the devices. They are ubiquitous and may fall ‘under the radar’
when deploying and monitoring security systems.

Physical security is just a starting point. A device that can be physically accessed is one
that can be potentially compromised. Network security, application security, fog and cloud
security follow up with additional requirements to protect the entire ecosystem.

While it may be extremely difficult to protect every device, communication point, applica-
tion, and service, a well-rounded strategy of defense in depth, monitoring, logging, access
control, server hardening and penetration testing, along with other practices such as white
and black box testing when available, will provide a basis to build a security plan.

It is also important, for the purpose of having a clear view of the IoT, to understand the
different contexts in which IoT technology can be found.

loT devices today

As ToT devices can be purpose built, they find their way into a number of different domains
as specialist objects with a specific purpose. As would be expected, the domains are diverse
and are intentionally, and sometimes unintentionally, interlinked by the devices. Information
for the domains provided below address technology currently in use as well as speculative
assessments on potential technologies based on the domain in which they are proposed for
use. In either instance, the focus should be on understanding the impacts, and potential
impacts, that so many interconnected devices may have on security and forensics. Including
speculative technology as a forecast allows the planning necessary to develop strategies for
approaching those instances where forensics may be necessary.
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Home and wearable devices

The home domain, or smart home, is probably the most familiar concept to readers and a
well-researched area of interest. Items such as the Amazon Echo, Google Home, and Nest
products are a few examples of the increasing intelligence applied to homes. These products,
along with others such as ‘smart’ refrigerators, televisions, and other appliances add conve-
nience, provide expanded options for entertainment and education, and can monitor energy
consumption.

Within the home can also be found monitoring systems for intrusion, fire, carbon mon-
oxide, and moisture. Home management systems may also control heating, air conditioning,
and other utilities while relaying data to the utility companies on energy and water usage.
This is one example of the crossover from domain to domain.

Wearable devices can play a part in this domain as very often the home network becomes
the backbone source of communications for these devices. An activity tracker may relay
information via Bluetooth to the user’s smart phone, which could then communicate that
data to the cloud via the Wi-Fi connection in the home.

Other wearable devices cross over into the domain of healthcare and wellness along with
the activity tracker. Pacemakers are becoming smart devices that include the ability to connect
to Wi-Fi for the purpose of transmitting data for review by health care providers. Security,
clearly, is of deep importance to any individual who uses one of these devices to regulate
heartbeat.®

As the home becomes more intelligent with the addition of sensors, controllers, and net-
worked communication, the attack surface grows. If an actor can compromise part of this
network, access can be gained to the entire network and the devices connected to it.*

Utilities/energy

Utility companies increasingly deploy IoT in the form of smart metering. Electricity usage
in the home is monitored as information is shared out to the utility. Monitoring assists in
the efficient use and modification of the way energy is used in the home. This is expanded
out to a wider context with the smart grid. Data communicated in an IoT grid can assist in
maintaining a proper load balance to ensure effective service in a wider geographic area.s°

Water, included in the utilities category, may also utilize IoT. As with electric use measure-
ment, smart metering applied in water delivery services will provide a closer to real-time
measure of usage. Other aspects include the ability to constantly measure water quality, and
more effectively detect issues such as water main breaks. Waste water networks can also be
monitored for utilization and treatment.5! ¢

Energy is a more generalized term that encompasses the domain of utility in its function-
ality. Included is the concept of utilizing devices in an energy management system that will
maintain balance between renewable energy and fossil fuel sources. Theoretically, the IoT
domain of energy would constantly measure the supply of renewable energy for the purpose
of detecting excess supply or shortage. In the first case action could be taken to reduce the
amount of renewable energy fed into the grid, and in the second, power from traditional fos-
sil fuel sources could be increased during the shortfall.63

Health/wellness

With an expected increase from 10.5 billion to 52 billion connected medical devices over a
10-year period, the health domain is seeing substantial growth.*
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The patient is the direct beneficiary in this domain as there are a growing number of
devices, such as the connected pacemaker, which can provide both lifesaving services and
report medical conditions through the IoT network to healthcare workers.

In addition to walking or running distance, or number of steps taken, activity trackers can
also monitor heart rate and sleep patterns among other capabilities. This is another example
of the crossover between domains as activity trackers are often utilized by employers to
incentivize healthy employee behavior by lowering out of pocket insurance costs for meeting
certain benchmarks within a particular period such as a week or month. Data can also be
delivered to the health domain for analysis by medical professionals.

Other devices can provide the same functionality of devices found in physicians’ offices
and hospitals such as blood pressure and oxygen saturation level sensors. With the ability
to gain data from remote body worn sensors, health care decision may be made without the
need for office or hospital visits.

At a global level, Bluetooth-connected devices can track trends based on numerous data
points collected from the network. One example is a company, Kinsa, which produces
Bluetooth-connected thermometers that can transmit temperature data to smart phone apps.
The data is then relayed to the company for aggregation and trend mapping of the spread of
illness in a particular area or region.®’

Business/industrial

The industrial IoT concept has been expanded by research to include flexible definitions of
exactly what it is and does. It has been described as the backbone of the IoT; the infrastruc-
ture that needs to be built in order to enable other IoT applications.5®

In this view it is the underlying architecture of the entire ecosystem, regardless of domain.
The same research also points to the concept that the industrial IoT serves the vital function
of connecting critical services to each other. In this view, the services connected are so vital
that failure could lead to catastrophic results such as threats to life or other emergencies.
Examples include possible failures in healthcare, transportation energy, and industrial con-
trol systems (ICS). This is separate from what are considered consumer level devices such as
activity monitors and smart home applications.

In this view of the industrial IoT, such potential for catastrophic failure would demand a
security by design approach that encompasses all phases of design and implementation, from
software to hardware. The project management for these applications would find it beneficial
to include security at every stage of development from the very beginning.

Another view of the industrial domain limits IoT applications to use in industrial control
systems, supervisory control and data acquisition (SCADA), and programmable logic con-
trollers (PLCs).6”

IoT as a supplement to, or replacement for, these controllers and functions is, as with other
domains, nascent. While possible approaches to IoT forensics are addressed in this chapter,
operations technology, SCADA and ICS forensics are addressed in greater detail in Chapter
6 of this book.

The same research also places agriculture under the industrial domain. From backyard gar-
deners to farmers, IoT devices can provide data on soil moisture, nutrient levels, and sunlight
exposure. Intelligent systems can also be used for watering and feeding functions.

The Internet of Cows exists. Livestock management has also begun the deployment of IoT
technology. Demand for animal products will clearly increase with the world population.
The IoT can be used to improve the health of livestock and bring efficiency to the industry
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to meet this growing demand.®® Motion and temperature sensors can be used with other
sensors to capture data about livestock for analysis to determine if there is a risk or presence
of disease.®’

Fujitsu Kyushu Systems offers a service that monitors livestock for breading purposes. This
service collects and analyzes data from device sensors to provide farmers insight into when
their livestock are ready to breed.”

Business, commerce, and finance are interested in streamlining services, improving cus-
tomer experience, reducing costs, and increasing prophet. This part of the domain includes
devices such as portable credit card readers that can be attached to mobile phones, point of
sale NFC, and inventory tracking. Business is also interested in gleaning buyer habits from
data points provided by IoT devices.

Data generated by the IoT combined with big data analysis creates another opportunity
to serve all of those interests. However, the challenge for big data is the substantial and
ever-growing data yield. With the Fog/Edge filtering data to reduce traffic and provide better
real-time decision-making, there may be a need to strike a balance between data that should
be sent to the cloud for analysis, and data that does not meet the threshold of relevance for
analysis.

The immediate recognition of a production line problem may be important for reme-
dial action to prevent delayed delivery, but that information may not be as important to
analytics as knowing where that product is sold most, and to whom. Whereas each can
have an effect on the other, they are treated differently based on context. Production is
concerned with system design and execution where sales is concerned with prediction and
strategy.

Transportation

As stated earlier, it is projected that by 2020, 75% of all vehicles produced will be able to
connect to the Internet. These connections provide for navigation, entertainment, and com-
munication. Additionally, software and firmware updates can be uploaded to vehicles that
have systems and sensors that can help drivers stay in a lane or break at the appropriate time.
These systems can also be expanded to the enterprise level to help monitor and properly
deploy company or government fleet vehicles.”

The ability to, in real time, sense the motion of a vehicle relative to other vehicles, traffic
directions in the form of lane markers, traffic signs and signals, and react to weather condi-
tions such as snow and rain has ramifications for autonomous vehicle research and develop-
ment. More importantly is the speed with which vehicle intelligence would need to observe,
process, and react to unforeseen events such as poor driving on the part of another vehicle,
accidents, and obstacles such as debris or animals.

The technology has not matured to the level of true autonomy, but there are numerous
examples of drivers who have tested it with poor results. At this point the ability to instanta-
neously receive, interpret, and act on data is done better by the human brain. In a few years,
this may not be the case.

Expanding on this domain, data can be obtained from vehicles and a variety of other
sensors to provide real-time traffic pattern information to assist drivers, or their vehicles, in
determining the most efficient route to their destination.” Eventually, autonomous vehicles
may communicate with each other, and devices within the public infrastructure, to determine
the most efficient path to the desired location.

The designs, deployed technology, and ideas from many of the domains addressed may
well be encompassed in whole, or in part, in the next domain.
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Smart cities

The idea of a smart, or IoT-connected, city is one in which much of the automation is replaced
with IoT-driven intelligent decisions. Public lighting would be more efficient in use when
done in concert with sensors detecting levels of vehicle or foot traffic. The transportation
domain would work within the smart city to provide efficient and effective traffic flow, while
the utilities domain would provide the service of bringing efficiency to electric and water
distribution. Safety, parking control, public building energy efficiency, public transportation,
and air-quality control are listed as those functions of a government that may be positively
impacted by the IoT.”3

The societal interest in efficient and effective government will rely on coordination
between the domains. The example below shows a hypothetical instance where elements
of the domains mentioned above coordinate efforts to ensure a positive outcome for the
consumer.

A house or building fire would be detected by IoT devices created and sold by private
industry. The alert send out by these devices would prompt action by first responders that
rely on efficient traffic pattern analysis and control to expedite their arrival to the fire. Smart
utilities, detecting an emergency stemming from the fire, could turn off electric and gas ser-
vice to the structure, while ensuring the prompt delivery of a sufficient amount of water for
the fire department. Body worn health monitoring devices could detail the effects of the fire
on occupants, allowing for the preparation and staging of medical personal both at the scene
and in the hospitals most likely to receive patients.

The local and global nature of data creation and transfer may speed up the process of
controlling outcomes, detecting and diagnosing issues, streamlining services, increase profit
or savings, and aid in planning. However, the amount of data created and transmitted will
continue to grow with the number of devices generating those data. As has been seen, there
are many complicating factors that make it difficult to secure the devices and data they pro-
duce. Growth will only amplify the potential issues surrounding confidentiality, integrity, and
availability.

VULNERABILITIES/RISKS/EXPOSURE

There is always the possibility that an action taken will lead to loss. That is risk. The dif-
ficulty rests in determining the level of risk associated with any technology, let alone the
IoT. If an entity such as a company, government or individual decides the risks are not high
enough to negate the potential reward, the risks will likely be taken. But what are the risks?

Throughout this chapter risks have been addressed in terms of the technology at work
within the IoT. From the very lowest level of the device to the cloud, there are risks that must
be properly evaluated and included in any assessment used to determine acceptable levels.

Determining the probability of an outcome in the IoT can be difficult because of a general
lack of understanding. The remainder of this section summarizes the risks addressed to this
point.

Devices

IoT devices themselves are resource constrained and heterogeneous. Constraints make
deploying robust security difficult as it may demand a substantial amount of the device’s
resources, or more than the device can even provide. Heterogeneity works against security as
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there is no common framework or architecture in which standardized protocols and security
designs are deployed.

Think of Microsoft Windows operating systems and their share of the market. Software
patching is done on a regular basis and a large number of anti-virus programs are designed
to work in these operating systems. Additionally, and as mentioned earlier, hardware that
can work with these operating systems are fairly homogeneous, though firmware patches are
often the responsibility of the system owner.

Security is also often neglected in device design and deployment due to pressure to bring
the product to market. Refer to the statistics provided earlier that revealed the level to which
developers believed security was an issue.

Physical damage to devices can occur from environmental sources such as water, torna-
dos, and earthquakes. Physical damage may also occur as the result of malicious intent by
a human actor. The risks assessment from these possibilities may determine that damage
to a device, without additional risks to exposure, is acceptable. A device is usually small,
inexpensive, and easily replaced. If the occasional isolated incident results in the loss of
one, the cost of replacement may be acceptable when compared to the overall benefit
provided.

Devices often have weak access passwords that are not changed by the consumer upon
deployment. Additionally, communication among the devices and between the devices and
consumer may not be encrypted, or encryption may be weak. Firmware updates that address
exploitable weaknesses may not be automatic and may also be neglected by the consumer.
Since these devices are designed to run without the need for human intervention, it is easy to
imagine circumstances where consumers in business, government, and at home may neglect
to perform the appropriate firmware updates.

The following examples of home user incidents provide insight into risks and exposure.
While not comprehensive in covering all domains, it is easy to extrapolate outcomes within
each as a result of the outcomes seen in these examples.

A homeowner outside of Chicago said that while standing outside the door of his young
child’s room, he heard a deep male voice. Initially he believed it to have come from a baby
monitor, but when he was downstairs he heard the voice again. He discovered that it was
coming out of a Nest camera, one of several in the home. He could tell by the comments
made that the individual could see his family through the cameras.

He later noticed that the Nest thermostat in the upstairs part of the home had been raised
to 90 degrees. He believed the individual who had gained access to the cameras was likely
responsible for that as well.

Google, the parent company of Nest stated that the system was not breached, but that
access had been gained through a compromised password exposed through breaches on
other websites. They suggested that customers use two-factor authentication. Google also
reset passwords that had been previously exposed.”

In another instance in Tennessee a mother installed a Ring camera in her daughters’ room
so that she could monitor them using her cell phone. Just a few days after the installation
one of her daughters told her that she heard music and a voice through the camera. When
the mother watched a recording of the incident she heard the intruder taunting the child. The
parents disconnected the camera with plans to return it to the vendor.

A spokesperson for Ring stated that their security had not been breached and suggested
that the owner’s password had likely been used for several accounts, some of which may
have been breached, resulting in the theft of the password. Ring also suggested two-factor
authentication as well as the use of complex passwords, along with a periodic change of
those passwords.”
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Recently, a release from the FBI warned that a ‘smart’ TV could be used as a conduit to
your home network. IoT-enabled television sets are network connected and can be used to
browse the web and consume entertainment from streaming platforms. Additionally, these
TVs include other features such as cameras, microphones, and facial recognition, allowing
verbal commands to replace remote controls.

As with other IoT technology, however, these TVs can have poor security implementation.
An intruder controlling the TV could be listening to, and watching, occupants of a home
or business. The intruder could also control what is shown on the set. Additionally, the TV
could provide access to the router and network that it manages.”¢

Once in the network an intruder would have access to the many other devices connected
to the router. As stated, the potential attack surface has expanded with the introduction of
IoT technology. Where in the past, there may have been one or two computers in a home or
small office, there are now an array of ‘smart’ objects such as televisions, refrigerators, mobile
phones, activity trackers, tablets, Nest technology, Ring technology, home alarm systems for
burglary, smoke, and moisture detection, etc. Clearly the list is far larger than the few items
mentioned here.

In addition to the danger of being monitored by an outside intruder, or having your
devices slaved to a botnet, the processing power available in your home or business would
be attractive for other uses. As mentioned earlier, the processing power of individual
devices is relatively weak compared to those of a PC or laptop computer, but thousands
or tens of thousands or more working together offer an effective resource for hackers to
utilize.

Malicious software has been found on ‘smart’ devices such as refrigerators that allowed
hackers to control the processing power of the device for cryptocurrency mining. The owner
or user of the device may notice a little performance lag while CPU cycles are used for the
hashing function necessary to obtain cryptocurrency such as Bitcoin or Monero. This may
not be enough to attract attention or concern and go unaddressed.””

Researchers have also targeted the lack of security in design in ‘smart’ vehicles, showing
the alarming impact it can have outside of the home. In a 2015 article written for Wired,
Andy Greenberg shared his experience driving a Jeep Cherokee that had been hacked by
researchers Charlie Miller and Chris Valasek.” In the case of Chrysler products, Miller and
Valasek found that they were able to gain access to vehicles through the company’s Uconnect
interconnected computer. This feature controls entertainment, navigation, and provides
phone service as well as a Wi-Fi hot spot. Once identified, the vehicle’s IP address allowed
the researchers access. More concerning, Miller and Valasek found that they could access the
vehicle from anywhere in the country using a mobile phone running on the Sprint network
and a laptop computer.

The researchers were able to gain control of the vehicle by sending commands through the
entertainment system to another chip in the same head unit. Once there they were able to
rewrite the chips firmware. When complete the firmware could send commands through the
vehicle’s computer network to the engine, wheels, and other components.

What were they able to do once they had access? In detailing his experience as the driver
of the Jeep, Greenberg stated that Miller and Valasek started by controlling the air condi-
tioning system, the radio, windshield wipers and wiper fluid. They also appeared on the
digital display. As the demonstration went on, they disabled the transmission causing the
vehicle to slow to a near stop while on the highway. During this time, Miller and Valasek
were able to communicate messages to Greenberg over the radio. After restarting the car,
Greenberg was able to leave the highway and drive to a parking lot for further demonstra-
tions at lower speed.
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The researchers were able to turn off the engine and control the breaks by either engaging
or disabling them. At the time the article was written, Miller and Valasek stated they were
working on better steering control as they were only able to control the system when the
vehicle was in reverse. Additionally, access to the GPS system allowed tracking of vehicle
location and speed.

Two years earlier, Miller and Valasek experimented with vehicle hacking, but had to be
in the vehicle with their computers hardwired to the vehicle’s diagnostic port. The ability to
access vehicles remotely, from any location in the country, had clearly progressed at a rate
faster than was addressed by auto manufacturers.

Using the phone and computer method for the Jeep hack, the researchers were able to dem-
onstrate the ability to find vehicles anywhere in the country. They located vulnerable vehicles
in California, Michigan, and Texas. Miller estimated that (at that time) there were 471,000
vehicles running the Uconnect system.

The article pointed out that Chrysler was not the only manufacturer deploying vulnerable
systems. The researchers believed that to some degree, nearly every vehicle manufactured had
some form of vulnerability.

These few examples are illustrative of the potential impact this technology could have in
every sector. The same weakness and shortcoming that led to the events described above exist
in IoT devices used in business, government, utilities, and every other place the IoT ecosystem
exists. Vulnerability created by a lack of attention to security during device development can
lead to use of the device for surveillance, privacy invasion, or data theft. It can also lead to
device use as a control or malware proliferation agent, or worse.

Networks

The examples given above make it clear that most access to devices occurs through networks.
Wireless networks used to identify and attack vulnerable vehicles and Wi-Fi networks in the
home used to access cameras, televisions, refrigerators, and other devices are providing an
easy access point to open, unencrypted communication between devices and between devices
and people.

In the business setting, operation of IoT devices is no different and no less vulnerable.
Many businesses may have plans in place to protect legacy networks for computers and serv-
ers including virtual private networks (VPNs), account controls, firewalls, IDS/IPS, demili-
tarized zones (DMZs) and air gapping, to name a few methods, but what of the IoT devices
brought to work by employees, or even customers?

BYOD or bring your own device policies may help protect a company, government, or
utility by establishing a set of procedures that address, among other concerns, security.
These entities may establish policies concerning password usage and complexity, device
use authorization, requirements for software download and usage, and data access by
employee role.””

Mobile device management (MDM) attempts to separate company data from private
information held in a device. Steps taken can include data lockdown and, upon separation of
the employee or loss of the device, remote wipe.$°

These policies and practices are common in the case of cell phones and computers brought
to work by employees, but what does it do to address the small and unobtrusive IoT devices
worn to work? The nature and operation of a device may not cause it to rise to any level
of attention on the part of the employer, be it a business, government, academic institution,
utility, or health care provider or any of the vast number of entities that rely on employees
to operate.
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Additionally, many retail businesses, governments, college campuses, and other service pro-
viders offer free Wi-Fi access to their consumers. In the context of laptops, tablets, and mobile
phones, we are accustomed to seeing individuals utilize this service. As with the employer,
employee relationship, how is this effected by the presence of customer-owned IoT devices?

Entities allowing BYOD or offering free network access would do well to understand that
many consumer-level IoT devices, designed for convenience and ease of use with less atten-
tion paid to security, can significantly increase the chance of malware infiltrating the net-
work. IoT devices can be a threat to the network they are connected to, as well as any other
devices connected to the same network.$!

Remember that many wireless networks are often served by a wired network backbone.
Anything that infiltrates through a wireless connection will expose the wired network and
devices connected to it.

In a network connecting numerous computer system, security response to an intrusion
incident will likely include remediation processes that also address those systems. However,
attention needs to be paid to devices specifically designed to be ignored as they operate
autonomously, whether those devices belong to the entity attacked, or to an employee or
customer who introduced them to the network. Vulnerability created by the lack of atten-
tion to IoT device security risks the unnecessary compromise of the network and all systems
connected within.

Cloud

The amount of data in the cloud presents an enticing, large target for malicious actors.
Confidentiality, integrity, and availability are all at risk when considering the amount and
types of data stored in the cloud, as provided by IoT devices.

As mentioned earlier, IoT devices can utilize fog/edge computing to provide real-time, or
near real-time, decision-making. Data, filtered at this level, is then sent to the cloud for higher
level processing, storage, and data mining. Data can include any sensor-generated informa-
tion from areas such as health monitoring, industrial processes, business, and government
collection of personally identifiable information and the like.

The vulnerabilities of virtual environments and the hypervisors that enable them can lead
to the risk of data manipulation, theft, and/or loss. This is compounded by attacks that
potentially cross from one virtual machine to another, exposing even more data.

Often, these attacks stem from employee error or malicious insiders’ intent on doing harm.
Though a large risk, it is not the only one. Network attacks, exploits from unpatched systems
and poor access controls, among other examples, can lead to cloud data storage exposure.

Privacy invasion, device control loss, data exposure, and other potentially harmful events
at the consumer level represent risks to individuals. Exposure or loss of data at the cloud
level risks the privacy and security of tens, or hundreds of thousands of people. To that end,
many companies could, and do, examine methods to decouple personal information gained
through IoT sensors from the identities of those from which it was gleaned.

THE ROLE OF CYBER FORENSICS

Cyber forensics, or digital forensics, is usually found within the response and recovery cycle
of an organization’s deployed security plan. However, the question of its utility as a preemp-
tive measure arises when considering the heterogeneous and ubiquitous nature of the IoT.
Can cyber forensics serve security prior to its traditional use in an incident response? What
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will performing cyber forensics on the different parts of the IoT, from edge device to cloud,
reveal that will help develop a sound security framework?

THE FORENSIC PROCESS

Over the last few decades digital forensics has matured in its practices and procedures. The
National Institute of Standards and Technology outlines four steps to digital forensics that
will assist the layperson in understanding the practice. In order they are;

Collection
Examination
Analysis
Reporting??

Each phase, or step in the process, includes a number of sub steps or other considerations
that outline the best practices of digital forensic examiners. These steps

Figure 2.1.

are shown in

Collection

—

. Identify Sources of Data

2. Data Acquisition

A) Value of Data
B) Volatility of Data
C) Location of Data

3. Verify Forensic Image

$

Examination

1. Identify and Extract

Relevant Information

2. Identify Encryption or

Compression

3. Access Control Protection of

Data

4. Data Filtering

¥

Analysis

1. Analyze Information
Obtained
A) Can a Conclusion be
Reached?
B) Correlate Multiple
Sources if Necessary

4

Reporting

1. Preparation and Presentation

A) Are there Alternative
Explanations?

B) Audience - Court,
Boardroom

C) Information leading to
future
investigations/discovery
of vulnerabilities

Figure 2.1 Steps of the forensic process®



60 Cyber Forensics

It is important to note at this point that within digital forensics there are, as with other
forensic disciplines, private sector examiners and law enforcement examiners. While there
are private sector laboratories that do work for law enforcement agencies, this text will treat
them separately for the purpose of illustrating the differing opportunities both may have
when working toward the end goal of analyzing IoT devices. This ‘two lanes’ approach may
offer perspective on the relative advantages and drawbacks examiners face in the context of
both private sector and law-enforcement investigations.

The collection phase

Crime, obviously, predates the digital world of today. In the past the traditional approach
to investigations included a search and analysis of physical evidence, the crime scene, inter-
views of victims, witnesses, and suspects. With the introduction of computers, and mobile
devices after that, there were new tools for use by criminals. This naturally resulted in the
expansion of searches to include data that may contain evidence of the crime. As a result,
computers, mobile phones, other digital storage devices, and even networks became a tar-
get for digital evidence extraction. These devices became a new digital crime scene to be
investigated.$*

The collection phase includes the identification of possible evidence items, the acquisition
of data from those items and verification that the acquired data is an accurate representa-
tion of the data on the original device. While there are already recognized differences in
data acquisition techniques and verification results such as between hard drives and mobile
phones, examiners may not be as familiar with what techniques are useful within the IoT and
how to verify those extraction attempt results. Each of these parts of the collection phase are
discussed below with suggestions from research and experience that may act as a guideline
when building a strategy for the collection phase.

Common to both private sector and criminal examiners is the search for digital storage
devices. In the past this has included searches for recognized devices including desktop com-
puters, laptop computers, mobile devices such as phones and tablets, and external media such
as external hard drives, thumb drives, CD, DVD, and Blu-ray disks, flash cards found in many
cameras and older media such as zip and floppy disks.

Also important is the search for data from servers that cannot be shut down during data
extraction and network devices such a routers and firewalls that could contain a wide array
of logged activity.

Investigators and examiners in the criminal field are seldomly familiar with the area to be
searched before arriving at the scene. Very often they will have had training in the proper
way to conduct searches of a home, building, or other area such as a field, keeping in mind
the specific item or kind of items for which they are looking. Often, the kind of item dictates
where the search can be conducted. Logically, a search for a vehicle would not include check-
ing the closets of a home.

However, when searching for digital devices, the approach remains the same but the places
to look are greatly expanded. Consider the size of a MicroSD. It would be easy to justify
searching even the smallest places of a home or business as opposed to the vehicle example
above. Still, in these instances the searchers are looking for objects with which they are famil-
iar, however small or well hidden.

A challenge for criminal investigation searches can, and often does, come from ‘camou-
flage’ devices. Examples of these devices include thumb drives embedded in pens, or that look
like popular movie characters, and computers that look like flower pots or boats, or other
objects.
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A private sector examiner may have a better idea what to expect when searching for
devices in the environment in which he or she already works. A contract examiner may also
have the advantage of working with corporate security or IT when trying to locate items.
In either case, camouflaged devices brought in by employees may present a challenge in this
context as well.

In the case of the IoT, both corporate and criminal examiners may be challenged by the
search for devices containing data relevant to investigations. In these instances, it could be
useful to gain as much information about the crime, or violation, as possible prior to con-
ducting the search. Understanding what happened may help the examiner gain a rough idea
of what IoT devices may have recorded, been the target of, or used to commit the offence.

For example, in the case of a burglary, a criminal examiner may expand the search to IoT
devices on or in doors and routers that record connections of devices at about the same time as
the crime, indicating the suspect had been there, and connected, in the past. For the corporate
examiner the process may be similar when investigating an unauthorized access event. Sensors on
doors, or motion sensors in rooms, may contain data useful to the investigation. These examples
are simplistic but illustrative of the need to consider this new ecosystem when conducting inves-
tigations, as was the case with the initial move from physical to digital evidence crime scenes.

Further complicating this issue is the possibility of creating new data during the process of
searching for devices at a scene. Recall that, unless disabled, IoT devices contain sensors that
are constantly active and constantly recording the activity they were designed to collect. They
can act as witness to a crime and also to the subsequent investigation of that crime as investi-
gators and examiners approach and analyze the scene. This can complicate the determination
of what evidence is relevant, and what represents ‘contamination’ subsequent to the original
event. This interaction makes it essential to document all activities at a scene, and with the
devices, so that follow up analysis may be able to differentiate between evidence relevant to
the investigation and data created during the investigatory phase.%’

During the process of identifying items to be examined, it is important to recall that while a
particular IoT device may produce data, it may not store that data. Remember that real-time
operating systems are often deployed with these devices for the purpose of transmitting data
almost immediately after creation.

Data scientist Usama Salama presented three evidence categories that will help guide the
examiner to locate sources of evidence produced in the IoT. These categories are:

1. Evidence from the IoT devices themselves.

2. Evidence from the infrastructure that enables network communications such as servers,
mobile devices, routers, firewalls, etc.

3. Evidence from the infrastructure outside of the network such as Internet service provid-
ers, mobile network providers, and the cloud.%¢

In fact, researchers have recognized that mobile and cloud forensics, already more established
in the digital forensics field, are complimentary to IoT forensics due to the use of fog, and
cloud storage, and the transmission of data to mobile devices for use by the consumer.?” In
the case of a home monitoring system, much of the data generated by the various sensors in
a house are transmitted to the cloud to be processed and then subsequently sent to the home
owner’s mobile phone for review, or even for remote action to be taken by the owner.

Figure 2.2 shows a relatively simple IoT implementation in the home that can be used to
demonstrate where data may be found.

In this instance we can see the potential for all three sources of information to come into
play. Using, once again, the door sensor as an example, the sensor may detect the movement
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of a door and immediately transmit that data via Wi-Fi through the local network to the
Internet service provider (ISP), then to the cloud. The data is then sent to the owner’s mobile
device, all in near real time.

The question for the examiner or investigator is where is the data stored? Does the door
sensor retain any data such as logs of opening and closing events with an associated date
and time? Does the network, specifically the home router, show activity at a particular date
and time from the sensor? The sensor may be wirelessly connected to a hub via a proprietary
communication protocol. In this instance, the hub is receiving data from the sensor and mov-
ing it from the proprietary protocol to Wi-Fi for transmission through the local network, to
the ISP, then to the cloud. Does the hub retain any data? Did the router log the activity from
the hub? Will the ISP log specific activity from the home?

Considering the use of network address translation by the router in which there is a single
external facing IP address, and multiple internal router assigned IP addresses, will it be pos-
sible to differentiate the data transmissions of all the potential connections within the home
when looking at ISP records? What of the cellular network that transmits data from the cloud
to the mobile phone and back?

The research has suggested that answers to those questions are highly dependent on the
specific IoT devices being used. Recall the large number of proprietary hardware implemen-
tations, software packages, and communications protocols designed into devices. Due to this
heterogeneity there have been no standard or set of standard tools and techniques developed
either for data source identification or retrieval.

Once a potential source of data is located and identified the process of data acquisition
begins. While mobile, network and cloud forensics are more familiar to examiners, IoT
devices present a challenge as research into forensic procedures on them is relatively sparse.
As a result, the examiner will need an opportunity to identify and research the specific IoT
device in question to know what, if any, possibility exists for data extraction. Recall that the
heterogeneity identified throughout this chapter includes a lack of common interfaces, stor-
age, or standard protocols between different kinds of devices. This is a major challenge to
examiners attempting to extract data from devices.®
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Assuming there is data in a non-RTOS device to be extracted the challenge then becomes
how exactly to perform the extraction. In some cases, the examiner may find an interface that
allows for data extraction that utilizes purpose-built tools. In their study on IoT forensics,
Servida and Casey found that different IoT devices offered different opportunities for data
extraction from serial connections, network traffic, smart phone companion applications,
and cloud.

They would later develop plugins for use in the open source Autopsy program to parse
the data. This stage will be discussed shortly. In their particular study, they found that smart
phone application analysis was the most fruitful in obtaining and examining data associated
with IoT devices.”® This positive development is useful to the examiner proficient in mobile
device analysis, but not all IoT devices, including those geared toward the consumer, have
smart phone application associations.

Each potential data source is addressed separately. Whether from the device, the network
or the cloud, each has its own unique opportunities and challenges. This section will cover
each, with emphasis on the device as the other sources of evidence have been better developed
within digital forensics.

The steps taken to extract data from the device can be broken down into several potential
solutions starting with manual. This procedure simply uses the devices own system to display
what is in its memory.”! This process, while not necessarily a forensic procedure, may be the
only way that information can be extracted.

A second choice for extraction, if available, would be to locate a port on the device that
allows connection to a computer for the purpose of reading and extracting data. However,
serial connections on devices are not universal and should not be assumed to exist prior to
disconnecting and removing a device for analysis. Doing so may cause a loss of data that
cannot be retrieved.

A device should be researched to any extent possible to determine if extraction should
happen in place, or if the device can be removed and brought to a controlled location such
as a lab. As with any of the methods for data retrieval listed below, it is beneficial for the
examiner to communicate with other members of the community through message boards
and direct contact.

Professional organizations such as the International Association of Computer Investigative
Specialists (IACIS) and the International Society of Forensic Computer Examiners (ISFCE),
among others, offer opportunities for examiners to communicate with one another on spe-
cific issues related to the extraction of data from a range of devices.

Some devices come with the ability to connect through standards such as Bluetooth. Tools
such as Cellebrite Universal Forensic Extraction Device (UFED) Touch offer the ability to
extract data from some phones using Bluetooth, and this may hold true for extracting data
from IoT devices. However, as has been addressed earlier, many different standards and pro-
tocols are used within the IoT. Bluetooth, as has been seen, is just one of many communica-
tion methods.

Though the following techniques for data extraction are addressed in other chapters in this
work, they bear repeating here for their potential utility with IoT devices. As with mobile
devices, more intrusive methods of data acquisition may be required. These techniques
include In-System Programming (ISP), Joint Test Action Group (JTAG) and chip-off. While
ISP and JTAG may not result in the destruction of the device upon which they are used, the
chip-off procedure will.

JTAG, implemented for circuit board verification and testing found usefulness in the foren-
sic community for its ability to allow connection to points on the board, or Test Access Ports
(TAPS) that subsequently enabled the extraction of data.®? Very often this is accomplished
with specialized tools connected to wires that are soldered, or connected by some other
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means, to the TAPS on the board. Many examiners have gone through the somewhat arduous
process of determining which TAPS perform the necessary functions to allow for extraction,
and then shared that information with the community. In the case of IoT devices, if JTAG
is available, examiners will need to familiarize themselves with the process of testing pos-
sible connection points to determine which ones, if any, will allow for data extraction. This
method may not be available with many IoT devices. Soldering skills are a plus.

ISP allows for the programming of chips while in circuit, or on the board. It eliminates the
need for the chip to be programmed before placement in a system. This only works where
the system supports it. This technique also became useful to forensic examiners for the same
reason that JTAG did. It was found that particular points on the circuit board could be used
to access and extract data from a chip.”® Again, soldering skills are a plus.

Finally, chip-off should be used as a last resort. In this procedure, the memory ship is
removed from the circuit board so that data can be extracted from it. This usually requires
the use of an adapter in which to place the chip and connect to a computer for extraction by
specialized software on the computer.

There are dangers associated with this procedure. First, the chip needs to be disconnected
from the board. This is done by applying an amount of heat necessary to melt the solder,
but not so high as to destroy the chip. In many cases a chip can be too thin to survive this
method. In these cases, a lathe, or similar tool, is used to shave the circuit board off of the
chip while taking care not to damage the connections on the bottom of the chip. Second, this
will destroy the device as few examiners have the equipment necessary to reconnect the chip
and place the device back into working order.

JTAG, ISP and chip-off are also affected by the presence of encryption. On newer mobile
phones, data in the memory chip is encrypted. This second hurdle may make the processes
described useless without the ability to decrypt the extracted data. IoT devices, to this point,
may not offer that additional hurdle as security design has lagged behind development and
deployment.

Network examinations, as with the cloud, are more familiar territory for the forensic
examiner. Network components such as routers, firewalls, IDS/IPS, and some switches offer
logging capabilities allowing the examiner to track activity within the network. At this level,
such as with the home sensor example, the fog may come into play as a potential source of
data for extraction. As the goal of the fog is to reduce data transferred to the cloud, and speed
up decision-making, there may be data that is not found in the cloud.

The network also presents potential legal issues that are covered further in the discussion
of the cloud. Often, network communications traverse through portals that do not belong
to the individual or company conducting the investigation. Networks covering large regions
often belong to telephone and cable companies and other similar service providers. Each will
have their own requirements for providing legal documentation necessary to obtain data.

With cloud associated examinations, just as with many network examinations, there are
legal requirements that often must be met to obtain data. The law enforcement examiner will
often need legal process such as a subpoena or search warrant to obtain the data associated
with an IoT device. This is further complicated by the fact that cloud services are often not
within the same state, region or even country of the examiner’s jurisdiction. The same is true
for Internet and mobile service providers. In either case, when the request for information
crosses international boundaries, laws governing legal requests, privacy and other related
issues become a factor that may delay or even negate legal process. In these instances, time
sensitive information may be lost before a resolution can be reached. Many service providers
may only maintain data for a specified period such as thirty or sixty days for example.
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In the private sector, the cloud may be maintained by the corporation for which the exam-
iner works. Otherwise, service level agreements and other contractual obligations may need
to spell out circumstances under which an examiner may request data and in what manner
the request should be issued. Again, data maintenance may be time sensitive. Often, viola-
tions such as intrusions are not detected for many days, weeks, or even months, if at all. If
the data retention period is shorter than the amount of time it took to identify and begin the
remediation process for an intrusion, that data may be lost.

When first approaching the task of conducting an IoT investigation, with consideration
given to where data may be located, it is important to categorize the data for the purpose of
determining the order in which it should be collected. This idea comes from the more tradi-
tional processes involving computers, from personal to servers.

When conducting the initial evaluation of a scene from which evidence may be seized, the
investigator or examiner is trained to evaluate the current condition of the devices present. If
a computer is on, the examiner will attempt to determine if there is encryption present on the
system. Turning the system off, without addressing encryption first, may result in the extrac-
tion of an encrypted and unbreakable forensic image.

The second consideration is volatile data from RAM, or random-access memory. If the
computer is powered down, data in RAM will be lost, and this can include passwords and
data changed but net yet saved to storage. The person responsible for the seizure may decide
to extract the RAM data prior to powering off the device. This action will result in changes
made to data on the computer, but is unavoidable. Actions taken with the computer should
be well documented for the purpose of explaining changes made to data.

The potential sources of data within the IoT should be triaged with the same system of pri-
oritization. The guidelines from NIST again provide useful to the investigator and examiner.
Factors effecting prioritization include determining the likely value of the data, as mentioned,
the volatility of the data and the effort needed to obtain the data.”

For example, when determining value, data from temperature sensors throughout a home
or building may not contain information useful for investigating a burglary, but may have
information useful for investigating an arson when attempting to determine where a fire
started. Time spent extracting data of little or no potential value is time wasted.

The effort required may demand more resources and time than an organization or
government agency is willing or able to provide. In the section covering the potential
for encountering international boundaries and legal requirements for obtaining data, the
entity seeking the information may conclude that the effort required does not justify the
potential value.

The last part of this phase is the verification of the data. Using computers as an example
once again, the standard procedure for extracting data is to connect hard drives found within
a computer to a write blocking device and from there to a laboratory computer. The pur-
pose of the write blocking device is to ensure that no changes are made to data on the evi-
dence drive by the examiner’s actions or computer operating system. Once the connections
are made a forensic image is created that is essentially a bit for bit copy of all the data on the
evidence drive. This includes data that still logically exist and can be seen by the computer
user, hidden data, operating system protected data, deleted data and unallocated space which
may still contain remnants of data.

Hashing algorithms, or hash values, are then used to verify that the data in the foren-
sic image exactly matches the data on the evidence drive. Best practice is to perform the
hashing function on the target drive after connecting it through a write blocking device.
Create and then obtain a hash value for the forensic image, and perform the hashing
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function again on the evidence drive. In all cases the value should be the same. A match
of the first two values would indicate that the image is an exact, bit for bit, copy of the
evidence drive. The third value would verify that the imaging function did not change
data on the evidence drive. If any of these values does not match the others, there was a
problem.

Mobile devices, with which IoT devices share characteristics more than they do with
computers, present a new dynamic that makes the verification process more difficult, if
not impossible. Generally, extractions of data from a mobile device require that the device
be powered on during the process. This action, though required for most extractions,
changes data.

Tools used to extract data from phones often do not provide for a hashing function of
the device before and extraction is attempted. As a result, many examiners will extract data,
obtain a hash value of the data, process the data through software to enable examination,
and then obtain a hash value of the extraction again. The two values are then compared to
confirm that data was not changed during the processing step.

In either case, the goal is to produce an image or data extraction that, when analyzed, will
consistently produce the same results when performed using the same techniques, procedures
and software packages. In the case of IoT devices and the creation of custom scripts or other
software packages, best practice would be to verify the functionality of the tools through
third party testing and/or testing on reference devices with known data. Untested, or unveri-
fied tools, may face challenges in court proceedings that result in evidence suppression. In
addition, availability of the tool may be required during the discovery process so that oppos-
ing counsel can verify functionality.

The examination phase

This is described by NIST as the phase during which the examiner assesses the data and
extracts the artifacts that may be relevant to the investigation. A large data set can pres-
ent a challenge during this process as the amount of data associated with a violation may
be minuscule compared to the total amount that exists. In addition, encryption, compres-
sion, access control and other software features that can obscure data further complicate the
process of locating relevant artifacts. Many tools have been developed to address the issue
of encryption. Vendors of forensic training, software and hardware solutions often provide
training specific to cryptography, geared toward general knowledge and the use of specific
tools and techniques for obtaining data from encrypted containers.

It is useful, during this stage, for the examiner to be as familiar as possible with the facts
and circumstances of the case. Knowledge of specific information related to the violation will
allow the examiner to conduct key word searches, separate and exclude file types that will
likely not have useful information, filter system generated files that are unnecessary and also
filter by dates and times for the purpose of focusing on the period the violation may have
occurred.

It is very helpful for the examiner to have possession of any report material generated
during the investigation process. From these documents, he or she will be able to translate
information into filters that will greatly assist in gathering relevant artifacts. Without infor-
mation, the examiner will not be able to efficiently reduce the material to a manageable data
set. This will increase time and resources requirements to an extent that the organization may
decide the cost is not worth the potential benefit. The danger of this, particularly for intrusion
cases, is that exploited vulnerabilities may not be discovered, and the probability for future
intrusions will remain.
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Fortunately, in the case of IoT or fog devices with limited memory, the data set will not
be as large as that normally found in computers, or even mobile devices. As stated ear-
lier, many devices have no storage capacity and limited volatile memory storage. However,
information from networks, service providers and cloud services will increase the amount
of available data.

The analysis phase

This third step involves time spent evaluating data collected during the examination phase
for its relationship to the investigation. The purpose of the analysis is to identify specific arti-
facts that will inform the investigator of specific details of a crime or other violation. Analysis
may identify the tools, specific dates and times, locations and even individuals involved in a
violation. As there are multiple potential sources of data such as from devices, networks, the
fog and cloud and service providers, analysis is also concerned with data correlation.

For example, an examination of network logs along with data from fog or cloud storage
may create a timeline of events in combination with reported sensor data that allows the
examiner to draw a conclusion. When exactly did an employee enter a restricted area? If
there was video surveillance, what did it show once the employee was in the area? Were there
any logs indicating body worn IoT devices belonging to the employee connecting with the
company network during that time and in that location? Did the employee user his or her
own access credentials, or those of someone else?

With the proper application of data source correlation, multiple data points may be com-
bined to create a complete, or near complete picture of the events in question. Individually
assessed, the data may be meaningless as there would be no overriding context within which
to place it. Additionally, where some data may be impossible to obtain, other sources of data
may exist that are accessible and corroborative of data already analyzed.

The possibility of data contamination was addressed early on in this section during the dis-
cussion of how investigators and examiners on a scene may inadvertently add data when IoT
devices sense and record their activity. In addition to this there is another potential complica-
tion presented by false sensor data. Rahman, Bishop, and Holt found during their research
that motion sensors on doors sometimes reported false positives and negatives. In another
test they found that motion sensors may assume, after a person has fallen asleep, they have
left the residence. Finally, they found false negatives once again with the use of an activity
monitor. The monitor reported that a test subject had not walked four days in seven.”’

While some sensors could be adjusted to an optimal sensitivity setting the same capability
cannot be assumed true for all IoT sensors. Additionally, the examiner and investigator have
no control over sensor adjustments prior to responding to an investigation. At best, entities
utilizing IoT technology would be well advised to test devices and set appropriate sensitiv-
ity parameters prior to deployment thus decreasing the creation of bad data that can clog
subsequent investigations. This of course depends on whether those adjustments can be made
to a device.

In the absence of adjusting sensitivity, other mitigating steps may include effective data cor-
relation between sources, attention to timeline analysis and detailed investigator notes about
the violation and subsequent steps taken during the investigation. Like many aspects of IoT
forensics, there is no ‘one size fits all’ solution.

There are other possible outcomes. Analysis may support a conclusion not anticipated by
an investigation. Ethical standards require reputable examiners to report facts and draw con-
clusions based on analyzed data and no other considerations. Impacts on the investigation,
payments for contract service, employment status and other such considerations should have
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no bearing on the examination findings. Examiners will, or should, include any exculpatory
information revealed during the analysis.

Another possible outcome is that no conclusion can be drawn. A common question in a
trial setting is ‘can you say that my client was sitting at the keyboard when the crime was
committed?’ That answer is almost always ‘no,” for the simple reason that the examiner was
not there. In this instance a jury, judge, or boardroom will be confined to evaluating the sub-
mitted data and other investigative findings to determine what, if anything, the preponder-
ance of evidence indicates.

The reporting phase

Finally, after data has been extracted, verified, examined and analyzed, it is time for the
examiner to put pen to paper, or fingers to keyboard. Considerations here include explaining
the findings, understanding who will receive the report, and imparting any actionable infor-
mation found during analysis.

The examiner, in the face of inconclusive results, should be prepared to offer alternative
explanations for findings. This occurs when the analysis results are inconclusive. Two or
more possible explanations may exist for an event, and it is advisable for the examiner to
address each one in the report. In addition, the analysis should include efforts to prove or
disprove each explanation.

Know your audience. A report provided for criminal investigation will probably look very
different from one prepared for high level management review. A criminal investigation fea-
tures reports that are extensive and highly detailed. There are usually multiple copies of
reports provided; one for the investigator and one for the prosecutor. A third may be pro-
duced for the defense during the process of discovery. Additional copies of evidentiary data
may also be required for third party analysis or review. In this case, the report generated by
the examiner may be used to determine what steps were taken to obtain the data and what
tools were used during analysis. A third-party examiner may test those procedures and find-
ings by replicating the actions taken to confirm accuracy of the conclusions. Proper forensic
practices and procedures will enable this step in the process.

It is important to be aware of any existing legal guidelines for releasing evidentiary data
in your jurisdiction. Some data may be illegal to release during a process such as discovery
and doing so could subject the releasing party to criminal charges. In these instances, accom-
modations such as providing a review room within the laboratory for defense are acceptable
alternatives that usually satisfy discovery requirements. Doing this can help ensure that data
does not leave the controlled environment.

High level management will probably want a report that is closer to a high-level view or
synopsis than a detailed and extensive report. This audience may simply want a display of
what happened, how it happened and suggestions for preventing it in the future. Supplements
to this report may include the cost of prevention so that alternative strategies such as risk
acceptance or risk transference can be considered.

It is advisable for the examiner to produce a detailed report, and then use that as a frame-
work for the high-level review. When the executive staff decides what actions to take, the
detailed report will assist those responsible for implementing the decision.

Actionable information is very often uncovered during the analysis. The report should
include this information. The examiner may have found an exploitable vulnerability or sys-
tem backdoor that needs to be addressed. Planned crimes can also be discovered, and new
suspects identified for further investigation. In some instances, the information found may
require the examiner to communicate with interested parties due to the freshness of the
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information, the extent of the vulnerability or the likelihood that any delay in notification
may lead to negative or even catastrophic results.

As stated numerous times, the addition of IoT devices in the workplace, at home and on
the body, have significantly expanded the attack surface. Actionable information discovered
during analysis will likely expand with the new technology.

EXAMPLE RECOMMENDATIONS

Preparing for a future IoT interconnected world may seem daunting. This dynamic technol-
ogy adds a burden to information security practices that must account for the increased
utilization of always on, always communicating sensors.

These efforts will not necessarily be helped by some of the mainstays of information secu-
rity due to device heterogeneity and resource limitations. Other methods common in tra-
ditional network and computer security will help add the hurdles necessary for defense in
depth and other strategies.

Though separated into sections by place within the ecosystem, the parts of the IoT, such as
devices at the edge and the network, will often benefit from the same mitigation strategies,
just as vulnerabilities at one level can have an effect on another and addressed at both. As
strategies are discussed for each area, it is useful to consider how each may find usefulness in
the other sections.

The recommendations provided below are examples only and in no way a comprehensive
guideline for security. There have been volumes written by academics, researchers, profes-
sional organizations and governments centered on information security planning, implemen-
tation, monitoring and incident response. Likewise, there are numerous organizations that
offer classes, training, degrees and certifications geared toward information security.

RISK MITIGATION AND PREVENTATIVE STEPS

This part of the chapter will touch lightly on risk mitigation generally, as the topic already
receives more comprehensive coverage in other chapters of this text and through other out-
lets as just mentioned. However, steps found in research that may assist the process with
regards to the IoT specifically will be addressed more fully here, including those practices
common to other areas of security.

An effective information security strategy will likely include a global view of all com-
ponents that require protection. These systems are often designed to monitor in real time
those components using a variety of designed and deployed software and hardware solu-
tions. Policy concerning access control, permissions, passwords and training are also built
into these strategies to protect the entire network, all of its attached components, and users.
However, 71% of IoT security specialists do not monitor IoT devices in real time.?

This substantial difference between practices creates a clear risk that vulnerabilities in
the ToT will lead to successful attacks on the entire information infrastructure within an
organization.

Securing the devices

The particular order in which to start securing a network and its devices is determined by the
security professionals tasked with the responsibility. The order of information provided here
is not intended to suggest the order in which steps should be taken to implement security.
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In 2016 the U.S. Department of Homeland Security released Alert TA16-288A which
offered preventative steps for securing IoT devices in light of attacks by botnets such as
Mirai.””

The advice to prevent malware infections included;

¢ Change default password to stronger ones. Many organizations have policies in place
governing the creation and periodic changing of passwords.

* Apply patches as soon as available. Again, this practice is usually addressed by orga-
nizations in policy. Patches are often tested to assure that other vulnerabilities are not
created after deployment.

¢ Purchase devices from reputable companies.

¢ Device users, both at home and in business, need to familiarize themselves with device
capabilities. Also, with reference to the first step, users should determine of the device
has a default password or open Wi-Fi connection. If so, passwords should be changed
and connections secured.

Monitor or disable ports that can be used for remote access and malware infiltration.
Disable Universal Plug and Play in routers if possible.

e Examine the capabilities of home medical devices. If these devices can transmit data or

be accessed remotely, there is a potential for malware infection.

Though addressed to the consumer, it is easy to see that these basic steps can be helpful in
many of the domains covered earlier in this work. Access and password security are a signifi-
cant part of the foundation of security planning.

As mentioned earlier, physical threats to the devices themselves may come from natural or
environmental threats. Entities that deploy devices should be aware of the potential dangers
posed by these threats and plan accordingly. For example, an IoT device designed for use
outside, over a large geographic area should have some level of protection built in to mitigate
this particular set of dangers.

Any business or government considering the use of such devices should determine the level
to which physical protection is built in. How rugged is the device? How will the network
of devices react to the loss of one or more during a natural disaster, or other environmental
event? Additionally, physical threats from human actors may require the use of access con-
trols and user authentication mechanisms that limit exposure of the device.”

Of the threats posed by human actors, it would be accurate to split that population into
two groups; those who mean harm and those who unintentionally compromise devices. In
the former case access control and authentication are likely the most effective mitigations.
The latter problem may be mitigated by those actions, as well as education. Though many
employees mean well, mistakes are made. As a result, many companies create policies that
reward observation of information security practices and sanction repeated violations of
standards. Sanctions can often lead to termination based on the frequency or egregiousness
of violations.

Pre-testing is another method that can lead to effective practices both at the device level, as
well as the network, fog and cloud level. Pre-testing can include penetration testing to evalu-
ate the effectiveness of deployed security. It can also include testing of updates. This activity
will also assist in determining what information should be logged and what information
should not be stored in the system.”” A form of pre-testing would also be useful for forensic
examiners and will be discussed later in this section.

Data encryption can be demanding on resources and as a result, difficult to deploy at the
device level due to resource constraints, but not impossible. Lightweight protocols have been
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developed that only use a few cryptographic operations along with smaller key and message
sizes. Companies that develop and offer IoT devices are starting to use encryption methods
including AES, AES-CBC, AES with SHA-1 and SHA-512, AES with 3DES, SSL/TLS, 0Auth
2.0 authentication, Elliptic curve Diffie-Hellman and RSA.

Verification of digital signatures also challenges resource-constrained devices. Individually
validating signatures would have a negative impact on the real-time operations of IoT
devices. A solution to this is batch validation of signatures using lightweight digital signature
algorithms.100

These concerns are not as pronounced with IoT devices that have a constant source of
wired power and abundant resources to call on. However, resource constrained or not, many
devices may not offer encryption and signature algorithm options. It would serve an entity
well to thoroughly examine any proposed IoT solution prior to purchase and extensively test
prior to deployment.

Securing the network

Encryption carries over into the network as encrypted communications find their way from
the edge to the fog, if present, and finally to the cloud. There are additional options for secur-
ing the network that are already found in security practices implemented by entities and
individuals.

Internal networks are often protected by firewalls, intrusion detection and prevention
systems, and demilitarized zones that separate external, less secure networks from inter-
nal networks. Security planning very often includes the creation of diagrams that map out
the network and connected physical devices with included security features. As the size of
the network and number of nodes increases, so does the complexity. [oT devices, easily over-
looked, need to be included in these plans.

Other techniques include reliable routing to combat attacks against routing protocols
and role-based authorization that protects against requests by both intruders and malicious
nodes. 10!

Other account control techniques such as account timeout, lockout and two factor authen-
tication, are useful as computers are often connected to the same network as IoT devices and
can be used to gain access to data and the devices themselves. Account timeout will automati-
cally log a user out of their account after a set period of inactivity. A second technique is to
provide an authorized user with a token that communicates using one of the short-range pro-
tocols such as NFC. In this instance, when the user leaves without logging out the computer
will recognize the absence of the token and log out automatically.

Account lockout occurs after a preset number of login attempt failures. The account may
be locked out, requiring administrative reset or an emailed password reset link. An alterna-
tive would be the activation of a CAPTCHA. The reader will be familiar with the CAPTCHA
as a requirement to type the characters from a picture, or choose pictures of a particular cat-
egory from a larger set when creating or logging into an account. This practice will prevent
brute force attacks against an account and help mitigate DoS attacks trying to overwhelm a
system.

Two-factor authentication uses a second means of authentication to allow account user
log in. Authentication methods are based on ‘what you know,” ‘what you have, and ‘what
you are.” What you know would be a user name and password. What you have could be a
phone that receives a pass code to be entered after logging a password. What you are would
be a biometric measure of a unique physical characteristic such as a fingerprint or retina
scan.
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Two-factor authentication would require any two of the three authentication techniques.
If, for instance, an attacker was able to obtain a password to log into an account, they would
also need the user’s phone to receive and subsequently input a sent code, or an identical fin-
gerprint to scan. Without both factors, access to the account would be denied.!0?

Air-gapping devices in a network can be particularly beneficial for protecting the IoT from
those parts of the network that provide access to employees or visitors. An organization may
opt to maintaining a separate network for IoT devices that cannot be accessed via a standard
network. Other devices would then be needed to provide the update files and software for
those devices that have been air-gapped.!%

Physical security does play a role at this level as well. Restricting access to areas such as
server rooms and network router and switching locations has long been a practice of many
private and government entities. Secure rooms, physical security controls, motion sensors
and video surveillance all play a role in ensuring access control and mitigation should a suc-
cessful physical intrusion take place.

Other physical security measures such as smoke detectors, fire suppression systems, seismic
server racks and storm-resistant structures provide a measure of physical security against
mechanical, environmental and natural threats to the network and its connected compo-
nents. Many organizations will often evaluate these threats and build physical infrastructure
in low threat regions to protect vital operations. They may also choose to divide operations
into two or more regions that also provide an opportunity for redundancy in the form of hot,
warm, or cold disaster recovery sites.

A hot site has the equipment necessary to match the infrastructure of an operational site.
It runs concurrently as data is synced between the sites during operation. If there is an event
that effects the main site to a degree that it cannot function, the hot site can immediately take
over functions to protect business continuity. A cold site contains space and resources such as
electricity and environmental control but not the servers, workstations and other infrastruc-
ture necessary to immediately take over operations.

A cold site would require significant work and support to ramp up operations for conti-
nuity, but the space is already there and waiting. Of course, the cost difference between hot
and cold sites is substantial and may be the deciding factor in which to utilize. Warm sites
are, as expected, somewhere in the middle. It is a place that may already have some of the
infrastructure needed, such as servers and workstations, but it is not synced with the main
site and will require software installation, configuration and data migration. It will take some
time to resume operations, but not to the extent a cold site would.'%*

Operations continuity planning is important for companies that provide continuous 24/7
service to other companies and individuals. A small local retail outlet would not necessarily
benefit from such extensive planning, but a cloud service provider obviously would. Such a
provider without these plans in place would be negligent and quickly find that other security
measures do not matter when the cloud is down and customers have lost access to, or simply
lost, all their data.

Securing the cloud

Assuming that physical protections are in place, including effective disaster recovery plans,
there are other measures that can be implemented to secure data in the cloud. Since the
cloud is essentially a virtualized environment that runs on physical servers, many of the steps
described above also work at this level.

Physical access control measures will help to protect the physical infrastructure upon
which the virtual machines work. Along with this, access controls will help ensure that only
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those authorized are permitted access to the system. This will not, however, guarantee against
a trusted insider attack which has perhaps the most potential for harm. This is a threat that
will always vex human resources and information security departments.

Event logging can help the security professional track numerous activities such as failed
account login attempts, breach attempts and other activities that he or she considers unusual
or of potential interest. This preemptive activity may separate a mistake from a malicious act,
but in both cases potential harm may be averted.!

Data encryption, using lightweight encryption protocols at the device level will provide
protection up to and in the cloud. Encrypted data in motion, even if intercepted, will likely
maintain confidentiality. Once in the cloud and no longer needed for unencrypted processing,
data at rest should also be encrypted.

Securing virtual environments, or the virtual infrastructure, within the cloud includes
securing the hypervisor and the virtual machines that it runs. An attack on the hypervisor
can lead to exposure of virtual machines, allowing the attacker access across environments.
There are numerous proposed solutions that include integrity checking and the use of Trusted
Platform Modules to ensure the correct state of the hypervisor both at boot up and while in
a running state.

Virtual machines within the hypervisor can benefit from isolation techniques that pre-
vent an attacker within a virtual machine from accessing the host or other virtual machines.
Another concern is vulnerability during the migration of a virtual machine. This process can
benefit from the use of proxy servers to hide network information and provide encrypted
tunneling from one location to the next. Finally, virtual machine introspection, VMI, allows
the monitoring of virtual machines either from the hypervisor or another virtual machine.
The VMI will monitor running processes and the operating systems within virtual machines
to detect malicious behavior.1%¢

The overlapping techniques discussed in each section benefit the others by providing pro-
tections the make the task of intrusion more challenging. However, each point in the eco-
system represents a vulnerability that must be accounted for and addressed through security
planning and implementation. As stated earlier, this short list of mitigation and protection
steps is not comprehensive, but rather, a sample.

Cyber forensics is normally included in incident response. It isn’t usually considered one
of the techniques used, or steps taken to secure a system prior to an incident. The question
prompting this work was if forensics can be used as part of planning and design? Additionally,
can forensics be used as a preemptive measure, and not just a response?

CYBER FORENSIC PROCESSES

The idea that forensics can be pro-active may be a somewhat new concept, but for the pur-
pose of dealing with the IoT ecosystem, researchers have recognized its utility in helping the
examiner prepare for future incidents. IoT device designs are extremely diverse and may
require a variety of techniques for data acquisition. If the examiner is not familiar with a
particular device prior to examination, data could be missed or even destroyed during the
extraction process.

Examining devices prior to an incident for the purpose of determining what tools and
methods are necessary to obtain data is a pro-active step that will help the examiner prepare
the necessary procedures for any given device.!®” An add-on benefit would be the discovery
of device vulnerabilities and shortcomings that may assist security designers in determining
the best methods to protect devices.
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Engineering examination solutions

Examiners in the private sector, particularly those who work for a company ‘in-house’ may
have the greatest advantage when presented with IoT forensics. A private, or even public,
entity that intends to deploy IoT would, in a perfect world, practice due diligence by thor-
oughly investigating devices that are being considered for deployment. Part of this process
may include providing sample devices to the examiner for evaluation. The examiner will then
have the opportunity to determine memory capacity, operating system type, data storage
locations such as local to the device, or fog/cloud, physical access points, if any exist, JTAG,
ISP or chip-off solutions, and so on.

Contract examiners who provide services to a variety of customers may enjoy some of the
same opportunities as listed above. As with internal examiners, the entities may choose to
provide IoT devices to them. These examiners would be able to build a knowledge base of
numerous devices that may benefit them across contracts, providing greater value to their
customers.

Law enforcement examiners may have the most difficult path to IoT forensics. Where the
examiners in the previous examples may be able to build a reservoir of knowledge, tools, and
techniques for IoT devices within their organizations, criminal examiners often do not know
what they will encounter prior to receiving evidence for analysis. It may benefit these exam-
iners to research which devices appear to be most commonly located during investigations.

For example, the devices used to control environmental systems at a business may not
commonly find their way into a criminal investigation, where activity trackers and motion
sensors can and do. In these instances, it may be possible to obtain example devices reflective
of those likely to be seized for analysis. However, budget constraints may severely limit, or
even prevent this practice.

In any case, communication and information sharing between examiners directly
and through professional organizations can be a vital lifeline to success in IoT forensics.
Engagement with the community can assist examiners in any context, from public to private,
one-person laboratories to teams.

The opportunity to examine sample devices may provide answers to the following ques-
tions regarding hardware:

. What sensors does the device deploy?

. How is power supplied?

. Does the device have memory storage?

. If so, does data remain if the device is powered off, or is it lost?

. Are there any ports from which data can be extracted?

. If not, can the device be disassembled for access to the circuit board without damage?
. Can the circuit board be mapped for connections allowing ISP or JTAG procedures?

. If there is memory storage, what kind of module is utilized?

. Is there a chip-reader for the module should no other alternatives exist?
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Examining the device may also provide insight into software used and practical examination
solutions, answering such questions as:

1. What operating system is deployed in the device?

2. What, if any, is the default password for device access?

3. Will changing the password provide effective data protection?
4. What is the default sensitivity setting, if any, for the device?

5. Can sensitivity be changed?



loT and the Role of Cyber Forensics 75

Will testing reveal accurate from erroneous data based on sensitivity settings?

Is the data encrypted if stored locally, and what encryption is used?

Will the vendor provide the means to open encrypted data?

If accessible, what is in the data? For example, communication logs, activation logs

and/or sensor data.

10. In what format is the data stored or communicated?

11. Is data in local storage also transferred creating multiple copies of data?

12. Is there a difference between locally stored data and that which is transferred?

13. What communication protocol is used by the device?

14. If data is not stored locally, where is it sent?

15. Is the data transferred to an intermediate device or straight to the cloud?

16. Does the examiner have access to any fog devices utilized by the device?

17. How quickly can data sent to the cloud be acquired either through contract or legal
process?

18. Can data transferred to the fog/cloud be captured by an intermediate device designed

to collect information for future analysis?

02N

Testing devices prior to deployment or real-world examinations will provide examiners with
the opportunity to build necessary capabilities. Many examiners will find that, if they don’t
already possess the ability, they need to learn how to make custom scripts for the purpose of
extracting and decoding data. Many forensic software packages are flexible and allow the use
of custom scripts. However, these scripts should be tested to make sure that data extracted is
done so accurately and consistently.

Understanding the storage format of data, no matter where it is stored is also of great
importance. Testing a device by using it, noting date and time, may provide the insight neces-
sary to correctly interpret output by comparing data points to the real events used to create
them. Additionally, false positive or negative output may indicate a deficiency or needed
adjustment. Either will be valuable to an organization evaluating device functionality prior
to deployment.

These tests may also expose some of the vulnerabilities many IoT devices have, contribut-
ing to an organization’s decision on device deployment. If the vulnerability is easily patched,
the overall utility of the device may result in a decision to move forward. If there are multiple
vulnerabilities and the notion of patching them all creates greater expense than benefit, the
project may not move forward.

Discovering vulnerabilities during testing may be advantageous for the criminal examiner
who can then utilizing them for data extraction. This is nothing new. Vulnerabilities have
been exploited by forensic software providers who will include tool functionality aimed at
taking advantage of those vulnerabilities. As patches are developed to close vulnerabilities,
examiners, solution providers, hackers and hobbyist look for new ones. This game of ‘cat and
mouse’ will likely always be played.

SUMMARY

In conclusion, a pro-active approach to forensics may provide the opportunity to strengthen
an organization’s security stance. Knowing vulnerabilities ahead of time is tantamount to
having a crystal ball that tells us where the problems are and where we need to concentrate
our efforts. Considering the lack of security in the IoT, decision makers may conclude that
it is vital to institute a robust evaluation regimen that includes forensics somewhere at the
beginning rather than just the end.
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Likewise, the criminal examiner would benefit from building capability before an exigent
case leads to rushed on the job learning, or worse, a data destroying mistake. Budget con-
straints may make government entities hesitant to purchase devices strictly for experimenta-
tion, but those considerations should be weighed against statutory responsibility for public
safety. Technology and technological development will continue to accelerate unabated.
Public safety can greatly benefit from the use of technology to detect and solve crimes, as
criminals benefit from its use to commit them. There is no return to a non-technological
world.

The following are a series of questions which the reader and investigator may wish to con-
sider when evaluating the interrelationships between IoT and the cyber forensics.

QUESTIONS TO CONSIDER

Planning questions

1. Does your organization plan on utilizing IoT devices?

2. Has your organization determined that the benefits of the IoT outweigh the risks

presented by a larger attack surface?

What are the benefits expected from the deployment?

What are the risks?

Do you have a plan to vet devices before implementation?

Will vetting include forensic analysis?

Does your organization already utilize the IoT?

If so, were the devices included in your security framework?

What is your BYOD policy?

Does your BYOD policy include IoT devices owned and utilized by employees?

To what degree are you willing to control or restrict the use of personally owned

devices?

Will ToT devices communicate with cloud services belonging to your organization, or

another organization under contract?

13. What is included in your service level agreement with cloud service vendors?

14. Does the SLA address data retention policies relative to that created by IoT devices?

15. What security assurances and practices are required by the SLA?

16. Is your organization capable of securely expanding its technology utilization?

17. Is your network capable of expanding to meet demand?

18. Will your information security professionals be able to protect the additional
resources as they are added to the network over time?
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Security framework questions

1. Did the security plan include IoT devices at inception, or was it expanded to account
for those devices after the fact?

2. If the original plan did not include these devices, can it be modified or will a new plan
need to be made and implemented?

3. Do IoT devices access your secure network?

4. Are all devices on the network known?

5. Are devices actively monitored?

6. What are the known vulnerabilities of deployed devices?
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11.
12.
13.
14.
15.
16.

17.
18.
19.
20.

21.
22.
23.
24.
25.
26.
27.

28.
29.
30.

If unknown, what steps are being taken to identify vulnerabilities?

What parts of the organization are most likely to be affected by IoT vulnerabilities,
and how does this effect the overall security plan?

Are devices patched on a regular basis?

Are patches and other updates tested for functionality and security prior to
deployment?

Does penetration testing include deployed IoT devices?

Do you utilize strong password requirements?

What authentication methods are utilized?

What physical security measures are in place?

What network security measures are in place?

Is there sufficient protection between your internal network and any external
networks?

Are your IoT devices on your internal network?

Are devices brought in by customers isolated from the internal network?

Are devices brought in by employees isolated from the internal network?

If employee devices are allowed on the internal network, what specific steps are taken
to prevent externally captured malware from migrating into your systems?

Is a culture of security encouraged by leaders within your organization?

Are IoT devices recognized within that culture?

Is security training offered to all company employees on an annual basis?

Does this training include personally owned devices?

Do your security professionals receive training in new technology?

Does your organization utilize ‘in house’ forensic services or contract for them?

Do you provide the resources necessary for your examiners to build knowledge and
capability with the specific technologies used in your organization?

Do your examiners receive ongoing training?

Do contract examiners receive these resources from their employer?

Does your organization apprise contract security and forensic vendors of technology
updates and utilization?

Legal and contract considerations

1.
2.
3

What are the regulatory requirements for your industry?

Is your security plan focused on preventing violations of those regulations?

What is your liability for the unintentional release of protected data violating those
regulatory requirements?

Does your organization operate internationally?

a. Are you aware of regulatory requirements within the nations you operate?

What resources do you have to learn and maintain an understanding of those
regulations?

Do the IoT devices you utilize, or plan on using, gather and transmit any of the regu-
lated data?

What amount of personally identifiable information is transmitted by your IoT
devices?

What is your liability locally, nationally and possibly internationally for the unin-
tended release of PII?
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9.
10.

11.

12.
13.

What is your organizational policy on self-reporting?

What legal requirements govern reporting within your jurisdiction, or in any jurisdic-
tion you operate?

What is your liability for breaches originating from employee personally owned ToT
devices allowed on your network?

What is your employee’s liability?

What are the contract requirements for data retrieval from external vendors such as
cloud service providers?

Law enforcement examiner questions

1.
2.

3.

What legal processes are needed to retrieve data from cloud service providers?

Who in your organization is responsible for providing the legal process necessary to

obtain data from external sources?

What legal authority do you have to conduct an examination on a device?

a. Is the authority from a search warrant, consent or implied consent?

b. What is the scope of the search warrant?

c. Were any limitations placed on the examination by the individual providing
consent?

d. Did the individual providing consent have the authority to do so?

. What other information do you require from investigators prior to an examination?

f. Do you receive a preliminary report or synopsis from investigators?

[¢]

Non-law enforcement examiner questions

1.

¥

What authority is provided by your organization, or contract, that allows an exami-
nation to proceed?

Is the device to be examined property of the organization?

Is the device to be examined property of an employee or visitor?

What policies are in place that address any potential conflicts of interest arising from
your findings?

General examiner questions

o]

10.

Do you maintain a consistent practice of tool and technique validation?

Do you have the tools and experience necessary to conduct an examination of a given
device?

If not, what steps can you take to gain the resources necessary for the examination?
In the absence of these resources, will you be able to refuse the examination?

Do you have all the investigative information necessary to conduct a thorough
examination?

Does your organization provide the budget needed to gain and maintain proficiency
with new technology?

Do you have access to [oT devices for research prior to their deployment?

Will the methods you used to examine devices be repeatable by other examiners?
Will your examinations, either test or incident related, be used by your organization
to improve its security practices?

Are there resources, such as professional organizations, that you have access to?
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11. Are you bound by any ethical code of conduct stemming from certification or profes-
sional affiliation?
12. Does your organization expect you to be both an investigator and examiner?
13. If so, are you expected to provide both functions on the same incident?
14. TIs your organization aware of the potential conflicts arising from this practice?
15. Are your reports written to assist the lay person in understanding your processes and
findings?
16. Will you be able to adequately address IoT functionality and examination techniques
within your report?
17. Will the methods you used to examine devices be repeatable by other examiners?
ACRONYMS
BLE Bluetooth Low Energy
BYOD Bring Your Own Device
CPU Central Processing Unit
DHS Department of Homeland Security
DMZ Demilitarized Zone
DDoS Distributed Denial of Service
DoS Denial of Service
HVAC Heating Ventilation and Air Conditioning
IACIS International Association of Computer Investigative Specialists
ICS Industrial Control Systems
IDS Intrusion Detection System
IoT Internet of Things
IPS Intrusion Prevention System
ISFCE International Society of Forensic Computer Examiners
ISP In-System Programming
ISp Internet Service Provider
JTAG Joint Test Action Group
LPWAN Low-Power Wide-Area Network

LoWPAN Low-Power Wireless Personal Area Network

MDM
NIST
NFC
PC

PII
PLC
RF
RFID
RAM
RTOS
ROM
SCADA
SLA
TAP
VM
VPN

Mobile Device management

National Institute of Standards and Technology
Near-Field Communication

Personal Computer

Personally Identifiable Information
Programmable Logic Controllers

Radio Frequency

Radio Frequency Identification

Random Access Memory

Real-Time Operating Systems

Read Only Memory

Supervisory Control and Data Acquisition
Service Level Agreement

Test Access Port or Test Access Point
Virtual Machine

Virtual Private Network
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